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Abstract

Background: Healthcare security in Saudi Arabian hospitals faces mounting pressure to
simultaneously meet international accreditation standards while maintaining operational
effectiveness at the frontline. The gap between accreditation documentation and actual
security practice represents a critical vulnerability affecting patient safety, staff protection,
regulatory compliance, and organizational reputation.

Objective: This integrative review examines frameworks for translating accreditation
requirements into actionable frontline security protocols through three interconnected
mechanisms: auditable standard work providing clear procedures accessible to security
personnel; competency-based assessment systems ensuring personnel capability; and key
performance indicator (KPI) feedback loops enabling continuous improvement.

Methods: A comprehensive literature review was conducted examining healthcare security
accreditation standards, operational protocols, competency frameworks, performance
measurement systems, and implementation strategies within Saudi Arabian and international
contexts. Databases including PubMed, Scopus, Web of Science, and regional healthcare
databases were searched for publications from 2014-2025.

Results: Effective accreditation translation requires structured approaches addressing
common barriers including complex regulatory language, insufficient security personnel
training, fragmented documentation systems, limited feedback mechanisms, and cultural-
organizational disconnects. Solutions involve developing standard work documents translating
accreditation requirements into step-by-step procedures; implementing competency
verification systems with initial validation, ongoing assessment, and remediation pathways;
establishing KPI frameworks measuring compliance, quality, efficiency, and outcomes; and
creating continuous improvement loops incorporating performance data into practice
refinement.

Conclusion: Saudi Arabian healthcare security can bridge the accreditation-practice gap
through systematic implementation of standard work, competency systems, and KPI loops
aligned with Vision 2030 healthcare transformation objectives. Success requires leadership
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commitment, adequate resources, staff engagement, cultural adaptation, and sustained effort
transforming compliance from paper exercise into operational reality.

Keywords: healthcare security, accreditation standards, Saudi Arabia, standard operating
procedures, competency assessment, key performance indicators, quality improvement,

hospital safety
1. INTRODUCTION

1.1 The Accreditation-Practice Gap in Healthcare Security

Healthcare facilities worldwide pursue accreditation from national and international bodies to
demonstrate quality, enhance patient safety, meet regulatory requirements, and achieve
competitive advantages (Greenfield & Braithwaite, 2008; Al-Awa et al., 2011). In Saudi Arabia,
the Central Board for Accreditation of Healthcare Institutions (CBAHI) serves as the national
accreditation authority, with many facilities also seeking Joint Commission International (JCI)
or other international accreditations (Alkhenizan & Shaw, 2011; Al-Awa et al., 2012). These
accreditation systems establish comprehensive standards addressing clinical care quality,
patient safety, infection control, medication management, and critical support services
including security (Joint Commission International, 2021; CBAHI, 2019).

Healthcare security standards within accreditation frameworks address multiple domains:
physical security measures protecting facilities from unauthorized access and threats; violence
prevention and response protocols safeguarding patients, visitors, and staff; emergency
preparedness systems enabling effective crisis response; access control mechanisms regulating
movement within facilities; asset protection preventing theft or damage; infant and patient
abduction prevention; hazardous materials security; parking and transportation security; and
security technology integration (IAHSS, 2020; Peek-Asa et al., 2009). Compliance requires not
merely implementing policies and procedures on paper but ensuring frontline security
personnel understand requirements, possess necessary competencies, execute duties according
to standards, and continuously improve performance (Gates et al., 2011).

However, substantial gaps frequently separate accreditation documentation from operational
reality (Braithwaite et al., 2006; Greenfield & Braithwaite, 2008). Accreditation standards
employ technical language unfamiliar to frontline security personnel, many of whom lack
healthcare-specific training (Lipscomb et al., 2006). Documentation systems create impressive
policy manuals satisfying accreditation surveyors but remain inaccessible or incomprehensible
to staff responsible for implementation (Pomey et al., 2010). Performance measurement
focuses on documentation completion rather than actual security effectiveness, creating
incentives for paper compliance over operational excellence (Braithwaite et al., 20006). Training
programs emphasize initial certification requirements without systematic competency
verification or ongoing development (Lipscomb et al., 20006).

1.2 Saudi Arabian Healthcare Security Context

Saudi Arabia's healthcare system has experienced remarkable expansion and modernization
over recent decades, with the Ministry of Health, military health services, and private sector
operating hundreds of hospitals and thousands of primary care facilities serving a population
exceeding 34 million (Almalki et al., 2011; Kingdom of Saudi Arabia, 2016). The Vision 2030
strategic framework prioritizes healthcare quality enhancement, service delivery
transformation, and workforce development including Saudi nationals filling positions
previously dominated by expatriates (Kingdom of Saudi Arabia, 2016; Alkhamis et al., 2020).
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Healthcare security in Saudi facilities faces unique contextual factors influencing practice
patterns and challenges (Al-Turki et al., 2016). Cultural considerations including gender
segregation requirements, religious observances affecting facility access during prayer times,
and family visiting expectations creating crowding and access control challenges shape security
operations (Aldossary et al., 2008). Large facilities may host thousands of daily visitors
requiring screening and management (Al-Turki et al.,, 2016). Workplace violence including
verbal abuse and physical assault against healthcare workers represents growing concerns, with
studies documenting high prevalence of violent incidents particularly in emergency
departments and psychiatric units (Alameddine et al., 2015; Alsaleem et al., 2018).

The security workforce composition includes both Saudi nationals and expatriate workers
from various countries, creating linguistic and cultural diversity within security teams
(Aldossary et al., 2008). Educational backgrounds range from secondary education to
university degrees, with limited standardization of entry requirements across facilities (Al-
Turki et al., 2016). Professional development opportunities vary substantially, with larger
urban hospitals potentially offering structured training while smaller or rural facilities may
provide minimal security-specific education (Aldossary et al., 2008). Integration of security
personnel into broader healthcare teams remains inconsistent, with security sometimes viewed
as purely enforcement function rather than patient safety partner (Lipscomb et al., 2000).

1.3 Study Rationale and Objectives

The convergence of increasing accreditation requirements, growing security threats, workforce
nationalization initiatives, and quality improvement imperatives creates urgent need for
effective frameworks translating accreditation standards into operational security practice (Al-
Awa et al, 2012; Alkhamis et al., 2020). While extensive literature addresses healthcare
accreditation generally and security management broadly, limited scholarship examines
practical mechanisms bridging the accreditation-implementation gap specifically for security
services, particularly within Saudi Arabian or Middle FEastern contexts (Alkhenizan & Shaw,
2011).

This integrative review addresses this gap by examining three interconnected mechanisms
facilitating accreditation translation: (1) auditable standard work converting complex
accreditation requirements into clear, step-by-step procedures accessible to frontline security
personnel; (2) competency-based assessment systems ensuring personnel possess knowledge,
skills, and attitudes necessary for standards-compliant practice; and (3) key performance
indicator (KPI) feedback loops enabling measurement, monitoring, and continuous
improvement of security performance aligned with accreditation requirements.

Specific objectives include: reviewing relevant accreditation standards for healthcare security
from CBAHI, JCI, and international sources; examining standard work development
methodologies applicable to security operations; analyzing competency framework
approaches for security personnel assessment and development; exploring KPI systems for
security performance measurement; identifying implementation barriers and enabling factors;
discussing cultural and institutional considerations specific to Saudi Arabian contexts; and
proposing integrated frameworks and practical recommendations for Saudi healthcare
facilities.

2. Healthcare Security Accreditation Standards
2.1 International Accreditation Framework Overview
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Multiple international organizations establish healthcare accreditation standards that include
security-related requirements, with varying scope, specificity, and implementation guidance
(Shaw et al., 2013). The Joint Commission International (JCI) provides comprehensive
hospital accreditation standards addressing facility management and safety (FMS) including
environment safety, security management, hazardous materials management, emergency
preparedness, fire safety, medical equipment management, and utility systems (Joint
Commission International, 2021). Security-specific standards require: written security
management plans; security risk assessments identifying vulnerabilities; defined security
measures addressing identified risks; security orientation and training for personnel; security
incident reporting and analysis; coordination with local law enforcement; and leadership
oversight of security programs (Joint Commission International, 2021).

The International Association for Healthcare Security and Safety (IAHSS) publishes industry-
leading security standards covering security department organization and administration,
training and certification, physical security, crime prevention, workplace violence prevention,
emergency management, information security, and specialized functions (IAHSS, 2020). These
standards, while not accreditation requirements per se, represent recognized best practices that
inform accreditation criteria development and provide implementation guidance (IAHSS,
2020). The IAHSS Basic, Advanced, and Supetvisor/Manager certification programs establish
tiered competency frameworks for healthcare security professionals (Colling & York, 2009).
The World Health Organization (WHO) promotes patient safety through various initiatives
including guidelines addressing healthcare facility safety, emergency preparedness, and
violence prevention (WHO, 2010). While WHO does not directly accredit individual facilities,
WHO frameworks influence national accreditation standards globally and provide evidence-
based guidance for security practice development (Shaw et al., 2013).

2.2 Saudi Arabian Accreditation Standards (CBAHI)

The Central Board for Accreditation of Healthcare Institutions (CBAHI) operates as the
national accreditation authority for Saudi healthcare facilities, developing standards aligned
with international best practices while incorporating local regulatory requirements and cultural
considerations (CBAHI, 2019; Al-Awa et al., 2011). CBAHI standards organize requirements
into sections including governance and leadership, patient care, medication management,
infection prevention and control, facilities management and safety, and others (CBAHI, 2019).
The facilities management and safety section contains security-relevant standards requiring:
comprehensive safety and security management program with assigned leadership
responsibility; hazard surveillance identifying security risks; preventive maintenance programs
for security systems and equipment; emergency preparedness and response plans; staff
orientation and education regarding safety and security; incident reporting and investigation
systems; and continuous improvement processes (CBAHI, 2019). Specific security standards
address access control systems limiting unauthorized entry, infant and patient abduction
prevention, workplace violence prevention programs, parking and grounds security, property
and asset protection, key control systems, and security technology including surveillance
cameras and alarm systems (CBAHI, 2019).

CBAHI accreditation surveys employ document review, facility tours, staff interviews, and
tracer methodology following patients through care processes to assess actual implementation
versus documented policies (Al-Awa et al., 2012). Surveyors evaluate not only whether policies
exist but whether staff demonstrate knowledge, whether procedures are actually followed, and
whether systems achieve intended outcomes (CBAHI, 2019). This focus on operational reality
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rather than documentation alone creates pressure for genuine accreditation translation rather
than superficial paper compliance (Al-Awa et al., 2011).

2.3 Key Security Standards and Requirements

Several security standards appear consistently across accreditation frameworks with direct
implications for frontline security practice (Joint Commission International, 2021; CBAHI,
2019; TAHSS, 2020). Access control standards require facilities to identify and control entry
points, implement visitor management systems, issue and control identification badges, restrict
access to sensitive areas (nurseries, pharmacies, operating rooms, emergency departments),
and maintain key control programs (IAHSS, 2020). Implementation requires security
personnel to understand which areas require restricted access, verify identification
appropriately, operate access control technologies, respond to unauthorized access attempts,
and maintain accurate access records (Colling & York, 2009).

Workplace violence prevention standards mandate comprehensive programs including hazard
assessment identifying high-risk areas and situations, preventive measures reducing violence
risk, security response protocols for violent incidents, post-incident support for affected staff,
and violence data collection and analysis (OSHA, 2015; IAHSS, 2020). Security personnel
serve as critical front-line violence prevention and response resources, requiring competencies
in threat assessment, de-escalation techniques, physical intervention when necessary, evidence
preservation, and trauma-informed interaction with affected individuals (Gates et al., 2011).
Emergency preparedness standards require facilities to identify potential emergencies, develop
response plans, assign responsibilities, conduct training and drills, maintain emergency
supplies and equipment, and coordinate with external emergency services (Joint Commission
International, 2021). Security roles in emergencies may include facility lockdown, evacuation
coordination, access control for emergency responders, crowd control, communication relay,
and incident command system participation (IAHSS, 2020). Effective emergency response
requires security personnel understanding the facility emergency operations plan, their specific
responsibilities for various emergency scenarios, and coordination mechanisms with clinical
and support departments (Colling & York, 2009).

Infant and patient abduction prevention standards require risk assessment, preventive
measures including electronic security systems, staff education, response protocols for
suspected or actual abduction attempts, and regular testing of systems and procedures (IAHSS,
2020). Security personnel must understand electronic infant security system operation,
respond appropriately to alarms (including differentiating false alarms from genuine threats),
coordinate with clinical staff, and execute abduction response procedures including facility
lockdown and law enforcement notification (Colling & York, 2009).

2.4 Common Compliance Challenges

Healthcare facilities encounter recurring challenges achieving and maintaining accreditation
compliance for security standards (Braithwaite et al., 2006; Greenfield & Braithwaite, 2008).
Documentation-practice disconnects occur when policies and procedures satisfy accreditation
requirements on paper but staff lack awareness, understanding, or adherence in actual practice
(Pomey et al., 2010). Security personnel may be unfamiliar with written policies, unable to
locate documentation when needed, or lack training translating policies into operational
actions (Lipscomb et al., 20006).

Inadequate training and competency verification leaves security staff unprepared for
standards-compliant practice (Gates et al., 2011). Many facilities provide minimal security-
specific orientation, focusing instead on general employment requirements without healthcare
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security competency development (Lipscomb et al., 2006). Ongoing training may be sporadic,
unfocused, or absent entirely, with no systematic competency assessment ensuring personnel
actually acquire and retain necessary knowledge and skills (Colling & York, 2009).
Performance measurement limitations prevent organizations from understanding whether
security operations actually meet accreditation standards (Braithwaite et al., 20006). Metrics may
focus on activity counts (number of patrols completed, incidents responded to) rather than
quality indicators assessing standards compliance or outcome achievement (IAHSS, 2020).
Lack of systematic performance data prevents identification of improvement opportunities
and evidence-based practice enhancement (Greenfield & Braithwaite, 2008).

Resource constraints including insufficient security staffing, inadequate technology, limited
training budgets, and competing priorities compromise comprehensive standards
implementation (Lipscomb et al.,, 2006). Security departments may struggle to achieve
accreditation compliance while simultaneously managing operational demands with limited
resources (Gates et al., 2011). Leadership may view security as cost center rather than patient
safety investment, limiting support for accreditation-driven improvements (Colling & York,
2009).

3. Building Auditable Standard Work

3.1 Standard Work Principles and Healthcare Applications

Standard work represents a fundamental lean management concept defining current best
practice for a given process through detailed documentation of work sequence, timing, and
expected outcomes (Liker, 2004; Manos et al., 2006). In healthcare contexts, standard work
provides consistent, evidence-based approaches to common situations, reducing variation,
preventing errors, facilitating training, and establishing baselines for improvement (Mazzocato
et al., 2010; D'Andreamatteo et al., 2015). Effective standard work documents share
characteristics including: visual presentation using photographs, diagrams, or flowcharts
enhancing comprehension; step-by-step instructions specifying exact sequence and method
for each action; point-of-use accessibility ensuring staff can reference documentation when
and where needed; regular review and updating maintaining relevance; and staff involvement
in development promoting ownership and practical applicability (Liker, 2004; Manos et al.,
2000).

Healthcare applications of standard work span clinical and operational domains including
medication administration, patient handoffs, equipment sterilization, environmental cleaning,
and emergency response (D'Andreamatteo et al., 2015). Standard work for clinical procedures
enhances patient safety by ensuring consistent application of evidence-based practices,
reducing reliance on individual memory or judgment for routine tasks, and facilitating error
identification when actual practice deviates from standards (Mazzocato et al., 2010). Non-
clinical applications including environmental services and facilities management similarly
benefit from standardization reducing variation and supporting quality improvement (Manos
et al., 2000).

3.2 Translating Accreditation Standards into Security Standard Work

Converting accreditation requirements into security standard work requires systematic analysis
and translation processes (Colling & York, 2009; IAHSS, 2020). The initial step involves
comprehensive review of relevant accreditation standards identifying specific security-related
requirements, parsing complex regulatory language into discrete operational requirements, and
categorizing requirements by security function (access control, patrol, emergency response,
etc.) (Joint Commission International, 2021). Subject matter experts including security
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leadership, experienced security officers, and accreditation specialists should participate in this
analysis ensuring accurate interpretation and practical understanding (Colling & York, 2009).

For each identified requirement, developers create detailed standard work documents
specifying exact procedures frontline personnel should follow (IAHSS, 2020). Access control
standard work might include: visitor management procedures detailing how to greet visitors,
verify purpose, issue temporary badges, direct to destinations, and retrieve badges upon
departure; employee identification verification procedures specifying what credentials to
check, how to verify authenticity, and responses to missing or questionable identification;
restricted area access control specifying which areas require authorization, how to verify
authorization, and responses to unauthorized access attempts; and after-hours entry
procedures for staff, contractors, and authorized visitors (Colling & York, 2009).

Workplace violence prevention standard work could address: environmental security rounds
identifying and remediating hazards like inadequate lighting, blocked sightlines, or
malfunctioning door locks; high-risk area monitoring including emergency departments and
psychiatric units; response to verbal aggression including de-escalation techniques; response
to physical violence including personnel safety, patient/visitor safety, staff assistance, and
evidence preservation; and post-incident procedures including documentation, reporting, and
support coordination (Gates et al., 2011; OSHA, 2015).

Emergency response standard work should cover: emergency notification procedures
specifying how security receives emergency alerts and who must be notified; facility lockdown
procedures including which doors to secure, how to verify security, and communication
protocols; evacuation support specifying security roles in directing evacuees, controlling
access, and accounting for personnel; external responder coordination including where to
position to receive emergency services and how to facilitate access; and incident command
system participation detailing security representative roles and communication channels
(TAHSS, 2020).

3.3 Standard Work Design and Format

Effective standard work design enhances usability and promotes consistent implementation
(Liker, 2004). Visual elements including photographs showing correct execution of
procedures, diagrams illustrating facility layouts or equipment operation, flowcharts depicting
decision pathways, and color coding highlighting critical steps or warnings improve
comprehension and retention compared to text-only documents (Manos et al., 2000). Standard
work should employ clear, simple language avoiding jargon, acronyms, or technical terms
unfamiliar to intended users, with Arabic language versions essential for Saudi contexts where
security personnel may have varying English proficiency (Al-Turki et al., 2016).

Format considerations include document length balancing comprehensiveness with
usability—excessively long documents become unwieldy while overly brief documents may
omit critical information (Liker, 2004). Single-page formats work well for straightforward
procedures while more complex processes may require multi-page documents with clear
sectioning and indexing (Manos et al., 20006). Laminated cards, wall-mounted posters, or digital
formats on mobile devices or computer workstations suit different use contexts, with multiple
format availability increasing accessibility (D'Andreamatteo et al., 2015).

Organization should follow logical sequence matching typical workflow, with numbering or
lettering facilitating step reference (Liker, 2004). Decision points should cleartly identify
conditions requiring different actions, using "if-then" logic or flowchart branching (Manos et
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al., 20006). References to related procedures, policies, or resources should be explicit, enabling
users to access additional information when needed (D'Andreamatteo et al., 2015).

3.4 Implementation and Maintenance

Standard work implementation requires more than document creation; systematic
introduction, training, monitoring, and refinement ensure actual operational adoption (Manos
et al., 2006; D'Andreamatteo et al., 2015). Initial rollout should include orientation sessions
introducing security personnel to standard work concepts and specific documents, with hands-
on practice executing procedures under supervision (Liker, 2004). Point-of-use placement
ensuring standard work availability when and where needed promotes reference during actual
operations (Manos et al., 2000).

Supervision and auditing verify adherence to standard work, identifying deviations requiring
corrective action or indicating need for standard work revision (Liker, 2004). Random
observations of security personnel performing standard work procedures, coupled with
constructive feedback, reinforce expectations and identify training needs (Colling & York,
2009). Audit tools listing standard work elements facilitate systematic compliance checking
and documentation (IAHSS, 2020).

Standard work must be living documents subject to regular review and updating maintaining
relevance as accreditation requirements evolve, organizational practices change, or experience
identifies improvements (Manos et al., 2006). Scheduled review intervals (e.g., annually) ensure
periodic evaluation, while event-driven reviews following incidents or near-misses capture
lessons learned (Liker, 2004). Staff input through surveys, suggestion systems, or direct
participation in review sessions ensures frontline knowledge informs continuous improvement
(D'Andreamatteo et al., 2015).

Version control mechanisms tracking document revisions, ensuring personnel access current
versions, and retiring obsolete documents prevent confusion from multiple conflicting
versions (Manos et al., 2000). Electronic document management systems can facilitate version
control, distribution, and access tracking, while paper-based systems require disciplined
manual processes (D'Andreamatteo et al., 2015).

4. Competency-Based Assessment Systems

4.1 Competency Framework Foundations

Competency-based approaches define professional practice in terms of observable knowledge,
skills, and attitudes required for effective performance rather than merely credentials,
experience, or training completion (Garside & Nhemachena, 2013; Lima et al, 2017).
Healthcare security competencies encompass multiple domains: foundational knowledge
including accreditation requirements, facility policies, legal authorities and limitations, and
security principles; technical skills such as access control system operation, surveillance
technology use, incident documentation, and emergency equipment operation; interpersonal
skills including communication, de-escalation, cultural sensitivity, and teamwork; critical
thinking abilities enabling threat assessment, decision-making under pressure, and problem-
solving; and professional attitudes reflecting commitment to patient safety, ethical conduct,
continuous learning, and service orientation (IAHSS, 2020; Colling & York, 2009).
Competency frameworks organize these elements into structured hierarchies often
distinguishing novice, intermediate, advanced, and expert levels with progressively
sophisticated performance expectations (Garside & Nhemachena, 2013). Entry-level
competencies might emphasize foundational knowledge and basic skill execution, while
advanced competencies involve complex decision-making, leadership responsibilities, and
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specialized expertise (IAHSS, 2020). Position-specific competencies differentiate requirements
for security officers, senior officers, supervisors, managers, and directors based on role
responsibilities (Colling & York, 2009).

Assessment methods evaluate competency attainment through multiple modalities addressing
different competency types (Lima et al., 2017). Written examinations test knowledge retention
and conceptual understanding; practical demonstrations observe skill execution in simulated
or actual situations; scenario-based assessments evaluate decision-making and problem-
solving; peer and supervisor evaluations provide performance feedback from multiple
perspectives; and portfolio documentation compiles evidence of competency development
over time (Garside & Nhemachena, 2013). Triangulating multiple assessment methods
provides more comprehensive and reliable competency evaluation than single-method
approaches (Lima et al., 2017).

4.2 Security-Specific Competency Requirements

Healthcare security competencies must address unique sector requirements distinguishing this
tield from general security practice or law enforcement (IAHSS, 2020; Colling & York, 2009).
Patient safety integration requires security personnel understanding their roles as patient safety
partners, recognizing security interventions' potential impact on patient care and outcomes,
coordinating with clinical staff, and prioritizing patient wellbeing alongside security objectives
(Gates et al., 2011). Competency assessments should verify understanding of patient safety
principles and ability to balance security enforcement with compassionate patient interaction
(Lipscomb et al., 2000).

Healthcare environment navigation demands knowledge of medical terminology, clinical
workflows, infection control requirements, patient privacy regulations, and specialized care
areas including operating rooms, intensive care units, emergency departments, and psychiatric
units (Colling & York, 2009). Security personnel must demonstrate competency moving
through healthcare environments without compromising sterile fields, respecting patient
privacy, understanding clinical urgency levels, and adapting approaches to different care
contexts (IAHSS, 2020).

Violence prevention and response competencies are particularly critical given high rates of
healthcare workplace violence (Alameddine et al., 2015; Alsaleem et al., 2018). Personnel must
demonstrate: recognizing behavioral warning signs indicating potential violence; executing de-
escalation techniques reducing threat without force; understanding when and how to request
clinical assistance for psychiatric or medical emergencies contributing to behavioral
disturbance; applying appropriate physical interventions when verbal de-escalation proves
insufficient, using minimum necessary force; coordinating team responses to violent incidents;
and providing trauma-informed post-incident support (Gates et al., 2011; OSHA, 2015).
Cultural competency addresses diverse populations served by healthcare facilities, particularly
important in Saudi contexts with both Saudi nationals and expatriate communities from
numerous countries (Aldossary et al., 2008). Competencies include: demonstrating respect for
cultural and religious practices; communicating effectively across language barriers using
interpreters or translation resources appropriately; recognizing and accommodating cultural
factors affecting security interactions; and avoiding stereotyping or discrimination (Al-Turki
et al., 2010).

4.3 Competency Assessment Implementation

Systematic competency assessment processes begin with initial validation during orientation,
ensuring new security personnel possess baseline competencies before independent practice
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(Colling & York, 2009). Orientation assessment combines didactic instruction covering
policies, procedures, and foundational knowledge; skills training demonstrating critical
competencies; competency testing through written examinations and practical
demonstrations; supervised practice providing mentored experience; and final validation
confirming readiness for independent duty (IAHSS, 2020).

Ongoing competency verification occurs periodically, ensuring personnel maintain
competencies over time and adapt to changing requirements (Garside & Nhemachena, 2013).
Annual competency assessments might include: knowledge testing covering updated policies
or newly implemented procedures; skills demonstrations for critical competencies including
emergency response or physical intervention techniques; scenario-based evaluations assessing
decision-making and problem-solving; and supervisor evaluations providing performance
teedback (IAHSS, 2020). High-risk, low-frequency competencies like infant abduction
response or active shooter response warrant more frequent assessment maintaining readiness
despite infrequent actual application (Colling & York, 2009).

Event-driven reassessment follows incidents revealing competency gaps, near-misses
suggesting vulnerabilities, or significant practice changes requiring new competencies (Lima et
al., 2017). After a workplace violence incident, involved personnel might undergo de-
escalation competency reassessment identifying improvement needs. Implementation of new
security technologies triggers competency assessment for equipment operation. Updated
accreditation standards necessitate competency verification for new requirements (IAHSS,
2020).

Documentation systems track individual competency assessment results, identifying
completed assessments, deficiencies requiring remediation, and compliance with assessment
schedules (Garside & Nhemachena, 2013). Electronic competency management systems
facilitate tracking, reporting, and analysis, while manual systems using personnel files and
spreadsheets require disciplined record-keeping (Lima et al., 2017). Aggregate competency
data inform training program development, identifying widespread gaps warranting systematic
educational interventions (Colling & York, 2009).

4.4 Remediation and Development Pathways

Competency assessment identification of deficiencies triggers remediation processes
addressing gaps through targeted education, practice, and reassessment (Garside &
Nhemachena, 2013). Remediation plans specify: identified competency deficiencies requiring
correction; learning objectives addressing gaps; educational interventions including additional
training, mentoring, or supervised practice; timeline for remediation completion; and
reassessment methods verifying competency attainment (Lima et al., 2017). Remediation
should be supportive rather than punitive, recognizing competency development as
continuous process and gaps as improvement opportunities (Colling & York, 2009).
Professional development pathways enable security personnel progression from basic to
advanced competency levels, supporting career advancement and retention (IAHSS, 2020).
Structured development programs might include: basic certification establishing foundational
competency; advanced certification demonstrating specialized expertise; supervisor/manager
certification for leadership positions; and continuing education requirements maintaining
currency (Colling & York, 2009). IAHSS certification programs provide recognized standards
for progressive competency development applicable internationally and adaptable to Saudi
contexts (IAHSS, 2020).

Mentorship programs pair experienced personnel with developing colleagues, facilitating
knowledge transfer, skill development, and professional socialization (Garside &
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Nhemachena, 2013). Formal mentorship structures with defined expectations, regular meeting
schedules, and evaluation processes maximize effectiveness compared to informal
relationships (Lima et al., 2017). Cross-training exposing security personnel to different facility
areas, shifts, or specialized functions broadens competency and enhances operational
flexibility (Colling & York, 2009).

Leadership development prepares high-performing security officers for supervisory and
management roles through targeted education in personnel management, strategic planning,
quality improvement, budget administration, and executive communication (IAHSS, 2020).
Succession planning identifying and developing future leaders ensures organizational
continuity and demonstrates career pathway availability supporting retention (Colling & York,
2009).

5. Key Performance Indicator (KPI) Systems

5.1 Performance Measurement Principles

Key performance indicators represent quantifiable metrics assessing organizational
performance against strategic objectives, enabling data-driven decision-making, accountability,
and continuous improvement (Parmenter, 2015; Taticchi et al., 2010). Effective KPIs share
characteristics including: alignment with organizational goals and accreditation requirements;
measurability with clear data collection methods; actionability enabling performance
improvement when deficiencies identified; timeliness with frequent measurement supporting
rapid response; and balance across multiple dimensions preventing narrow optimization at
expense of broader performance (Parmenter, 2015).

Healthcare KPI frameworks typically organize indicators across multiple domains (Mettler &
Rohner, 2009). Quality indicators assess care or service quality meeting standards; safety
indicators measure adverse events, hazards, or risk factors; efficiency indicators evaluate
resource utilization and productivity; access indicators track service availability and timeliness;
patient experience indicators gauge satisfaction and perception; and outcome indicators
measure ultimate results or impact (Taticchi et al., 2010). Balanced scorecards integrate
multiple indicator types providing comprehensive performance assessment beyond single-
dimension metrics (Kaplan & Norton, 1996).

Leading versus lagging indicators represent important distinction influencing performance
management utility (Parmenter, 2015). Leading indicators measure processes or activities
predicting future outcomes, enabling proactive intervention before problems manifest.
Examples include training completion rates, audit compliance scores, or preventive
maintenance completion. Lagging indicators measure outcomes or results reflecting past
performance, such as incident rates, response times, or accreditation survey findings (Mettler
& Rohner, 2009). Effective KPI systems incorporate both leading indicators supporting
prevention and lagging indicators assessing results (Parmenter, 2015).

5.2 Security Performance Indicators

Healthcare security KPIs must address multiple performance dimensions relevant to
accreditation compliance and operational effectiveness (IAHSS, 2020). Compliance indicators
directly measure adherence to accreditation requirements, policies, and procedures through
audits and inspections (Colling & York, 2009). Examples include: percentage of security posts
with current standard work documentation; percentage of security personnel current on
required competency assessments; percentage of required security rounds completed per
schedule; percentage of incidents with complete documentation per policy; percentage of
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visitor badges properly issued and retrieved; and percentage of security equipment inspections
completed on schedule (IAHSS, 2020).

Quality indicators assess how well security functions perform, beyond mere compliance with
minimum requirements (Gates et al., 2011). Examples include: average response time to
security calls; percentage of workplace violence incidents successfully de-escalated without
physical intervention; percentage of infant security alarms verified as false alarms versus actual
security breaches; percentage of employee badge access attempts denied due to expired or
inactive credentials; and percentage of security incidents resolved without patient care
disruption (IAHSS, 2020).

Safety indicators measure security contribution to overall facility safety (Lipscomb et al., 20006).
Examples include: workplace violence incident rate per employee hours worked; patient or
visitor injury rate from security incidents; property crime rate (theft, vandalism) per patient
days or square footage; infant or patient abduction attempts; and security-related patient safety
events reported (IAHSS, 2020).

Efficiency indicators evaluate security resource utilization and productivity (Colling & York,
2009). Examples include: security cost per patient day or per square footage; security staffing
hours per patient day; alarm false positive rate requiring response resources; technology
utilization rates for access control systems, cameras, or other equipment; and preventable
overtime hours resulting from scheduling inefficiency (IAHSS, 2020).

Customer service indicators assess stakeholder satisfaction with security services (Gates et al.,
2011). Examples include: patient satisfaction scores for security interaction items; staff
satisfaction with security responsiveness and support; visitor feedback regarding security
screening processes; and complaint rates about security personnel conduct (Colling & York,
2009).

5.3 Data Collection and Analysis Infrastructure

Effective KPI systems require robust data collection, management, and analysis infrastructure
transforming raw information into actionable intelligence (Mettler & Rohner, 2009). Data
sources for security KPIs include: incident reports documenting security events; access control
system logs recording entry attempts, granted access, and denials; surveillance system records;
patrol logs and round documentation; training records tracking education completion; audit
findings from compliance inspections; satisfaction surveys from patients, staff, and visitors;
and human resources systems providing staffing data (IAHSS, 2020).

Technology infrastructure supporting KPI management includes: incident reporting systems
capturing structured data about security events; access control platforms generating usage
analytics; security information management systems consolidating multiple data sources;
electronic audit tools standardizing compliance assessment and data capture; learning
management systems tracking training and competency; and business intelligence platforms
enabling data visualization and analysis (Colling & York, 2009). Saudi healthcare facilities
implementing electronic health records and health information systems as part of digital
transformation initiatives create opportunities for integrated security KPI systems leveraging
existing technology investments (Aldosari, 2014).

Data quality assurance ensures reliability and validity of KPI measurements (Parmenter, 2015).
Processes include: standard definitions for all indicators preventing measurement
inconsistency; data validation checking for completeness, accuracy, and plausibility; regular
data quality audits identifying systematic errors; training for data collectors ensuring consistent
capture methods; and feedback mechanisms enabling users to report data quality concerns
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(Mettler & Rohner, 2009). Poor data quality undermines KPI utility, so infrastructure must
prioritize measurement integrity (Parmenter, 2015).

Analysis processes transform data into insights through statistical methods, trend
identification, benchmarking, and root cause investigation (Taticchi et al., 2010). Descriptive
statistics summarize current performance levels; time series analysis reveals trends and
patterns; statistical process control identifies unusual variation warranting investigation;
comparative analysis benchmarks performance against targets or peer facilities; and drill-down
capabilities enable investigation of outliers or concerning findings (Mettler & Rohner, 2009).
Automated reporting distributes KPI results to stakeholders on regular schedules, while ad-
hoc analysis capabilities support specific investigations (Parmenter, 2015).

5.4 KPI-Driven Improvement Loops

KPIs only generate value when performance data drives improvement actions creating
continuous enhancement cycles (Taticchi et al., 2010). The improvement loop begins with
performance monitoring through regular KPI measurement and reporting, distributed to
security leadership and relevant stakeholders (Parmenter, 2015). Threshold or target setting
establishes performance expectations, with alert mechanisms flagging results falling below
acceptable levels (Mettler & Rohner, 2009).

Investigation of suboptimal performance employs root cause analysis methods identifying
underlying factors producing results (Taticchi et al., 2010). Was compliance deficiency due to
staff unaware of requirements? Lack of competency? Inadequate staffing or resources? Flawed
processes? System failures? Accurate diagnosis guides appropriate solutions rather than
superficial responses addressing symptoms without correcting causes (Parmenter, 2015).
Intervention development creates action plans addressing identified root causes through
process improvement, training, resource allocation, policy revision, or technology
implementation (Mettler & Rohner, 2009). Plans should specify: objectives defining intended
improvements; action steps detailing what will be done; responsibility assignments identifying
who will execute; timelines establishing completion deadlines; and success metrics indicating
how improvement will be measured (Taticchi et al., 2010). Small-scale pilot testing allows
intervention refinement before full implementation, particularly for significant changes
(Parmenter, 2015).

Effectiveness evaluation uses KPI data assessing whether interventions produced intended
improvements, completing the feedback loop (Mettler & Rohner, 2009). Successful
interventions warrant sustainment efforts preventing performance regression, potentially
including standardization through updated policies or procedures (Taticchi et al., 2010).
Unsuccessful interventions require reassessment and modification, recognizing improvement
as iterative process rather than one-time event (Parmenter, 2015). Documentation of
improvement cycles creates organizational learning, capturing knowledge for future
application (Mettler & Rohner, 2009).

6. Integration and Implementation Frameworks

6.1 Connecting Standard Work, Competencies, and KPIs

While standard work, competency systems, and KPI frameworks each provide value
independently, their integration creates synergistic effectiveness exceeding separate
implementation (Liker, 2004; Garside & Nhemachena, 2013). Standard work defines what
security personnel should do; competency systems ensure they can do it; KPIs measure
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whether they are doing it and how well IAHSS, 2020). This integrated approach addresses
multiple failure modes that fragmented systems might miss (Mazzocato et al., 2010).
Standard work documents serve as competency assessment frameworks, specifying
procedures personnel must demonstrate (Lima et al., 2017). Rather than abstract competency
statements, assessors evaluate whether individuals can correctly execute standard work
procedures. Competency verification then confirms staff preparedness to implement standard
work consistently (Garside & Nhemachena, 2013). KPIs measuring standard work compliance
provide organizational-level data complementing individual competency assessments,
identifying widespread adherence patterns or systematic deviations (Parmenter, 2015).

KPI findings inform standard work and competency system refinement through continuous
improvement cycles (Taticchi et al., 2010). Compliance KPIs revealing low adherence to
particular procedures suggest need for standard work revision (too complex? impractical?
poorly communicated?) or competency enhancement through additional training (Liker,
2004). Quality KPIs indicating suboptimal performance despite compliance may reveal
standard work inadequacy requiring evidence-based improvement (Mazzocato et al., 2010).
This feedback enables systematic evolution maintaining relevance rather than static systems
becoming obsolete (Parmenter, 2015).

6.2 Phased Implementation Approach

Comprehensive implementation of integrated standard work-competency-KPI systems
represents substantial organizational change requiring structured phased approaches
preventing overwhelming organizations and supporting sustainable adoption (Kotter, 1996;
Armenakis & Harris, 2009). Foundation phase establishes essential infrastructure and
leadership support, including: securing executive leadership commitment and resource
allocation; establishing governance structures with clear accountability; conducting baseline
assessment of current state; developing implementation roadmap with realistic timelines; and
engaging stakeholders building awareness and buy-in (Kotter, 1996).

Development phase creates system components through: analyzing accreditation
requirements and translating into operational implications; developing priority standard work
documents for highest-impact security functions; designing competency frameworks and
assessment methods; selecting KPIs aligned with strategic priorities and accreditation
requirements; and building or acquiring necessary technology infrastructure (IAHSS, 2020;
Parmenter, 2015). Pilot testing with limited scope before full deployment allows refinement
based on real-world experience, identifying and correcting problems before widespread rollout
(Armenakis & Harris, 2009).

Implementation phase deploys developed systems across the organization through: staff
training in new procedures, competency expectations, and KPI processes; documentation
system launch with accessibility ensured; initial competency assessment establishing baseline;
KPI measurement initiation with reporting mechanisms activated; and intensive support
during transition period addressing questions and problems (Kotter, 1996). Phased rollout
starting with motivated eatly adopter units before expanding to all areas may reduce resistance
and demonstrate success building momentum (Armenakis & Harris, 2009).

Sustainment phase maintains and evolves systems over time through: ongoing monitoring of
compliance, competency, and KPI performance; regular review and updating of standard
work, competencies, and indicators maintaining relevance; continuous staff education and
development; leadership engagement sustaining focus and accountability; and celebration of
successes building positive reinforcement (Kotter, 1996; Parmenter, 2015). Avoiding
"initiative fatigue" where initial enthusiasm wanes requires sustained visible leadership
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commitment, resource allocation, and integration into routine operations rather than
temporary project (Armenakis & Harris, 2009).

6.3 Change Management Considerations

Implementing standard work-competency-KPI systems constitutes organizational change
potentially encountering resistance from multiple sources requiring proactive change
management (Kotter, 1996). Staff resistance may stem from: perceived workload increase
from new documentation or assessment requirements; concern about performance
measurement creating punitive accountability; skepticism about value questioning whether
changes improve actual security; lack of involvement feeling excluded from development
creating "done to us" perception; or inadequate training leaving personnel unprepared
(Armenakis & Harris, 2009).

Leadership resistance sometimes emerges when: competing priorities divert attention and
resources; short-term implementation costs outweigh immediately visible benefits;
measurement reveals previously hidden performance deficiencies creating discomfort;
required discipline and accountability conflict with informal management approaches; or
external pressures from accreditation surveys create reactive rushed implementation (Kotter,
19906).

Effective change management strategies address these challenges through: creating compelling
vision and urgency communicating why change matters for patient safety, accreditation
compliance, and organizational success; engaging stakeholders including frontline security
personnel in development ensuring practical applicability and building ownership; providing
comprehensive training and support enabling personnel to succeed in new systems;
demonstrating quick wins celebrating early successes building momentum and confidence;
addressing resistance empathetically understanding concerns and providing reassurance; and
sustaining focus through consistent leadership messaging, resource allocation, and
accountability (Kotter, 1996; Armenakis & Harris, 2009).

Communication throughout implementation employs multiple channels and formats reaching
diverse audiences: town hall meetings allowing leadership to present vision and answer
questions; small group discussions enabling detailed exploration and feedback; written
communications providing reference documentation; electronic messaging delivering updates
and reminders; and informal conversations between supervisors and staff addressing
individual concerns (Armenakis & Harris, 2009). Transparent communication acknowledging
challenges while emphasizing benefits builds trust supporting adoption (Kotter, 1996).

6.4 Cultural Adaptation for Saudi Context

Implementing standard work-competency-KPI systems in Saudi Arabian healthcare security
requires cultural adaptation ensuring alignment with local values, practices, and constraints
(Al-Turki et al., 2016; Aldossary et al., 2008). Language considerations mandate Arabic
documentation as primary language, with English versions supplementary, given security
workforce composition (Aldossary et al., 2008). Translation must ensure accuracy and cultural
appropriateness, avoiding literal translations potentially missing meaning or creating confusion
(Al-Turki et al., 2016).

Religious observances including five daily prayers affecting staff availability, Ramadan fasting
potentially impacting energy and concentration, and Friday as weekly holy day shape
operational planning and performance expectations (Aldossary et al., 2008). Standard work
should acknowledge prayer time provisions; competency assessment scheduling should avoid
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prayer times; and KPIs should account for operational variations during Ramadan when
appropriate (Al-Turki et al., 2016).

Gender considerations given Saudi cultural norms affect security operations particularly
regarding female patient areas, visitor screening, and physical intervention procedures
(Aldossary et al., 2008). Standard work must address gender-appropriate security responses;
competency frameworks may require gender-specific components; and KPIs should monitor
compliance with cultural expectations (Al-Turki et al., 2016).

Hierarchical organizational cultures common in Saudi institutions may influence
communication, decision-making, and feedback dynamics (Aldossary et al, 2008).
Implementation strategies should respect hierarchy while promoting appropriate staff
engagement; competency assessment should account for cultural communication patterns;
and KPI discussions require sensitivity to face-saving concerns avoiding public embarrassment
(Al-Turki et al., 2016). Adaptation should honor cultural values while maintaining accreditation
standards and performance expectations, finding balance respecting both (Aldossary et al.,
2008).

7. Case Studies and Best Practices

7.1 International Examples

Several international healthcare organizations demonstrate successful implementation of
integrated standard work-competency-KPI systems for security providing transferable lessons
(Gates et al., 2011; TAHSS, 2020). The Mayo Clinic health system in the United States
developed comprehensive security standard operating procedures aligned with Joint
Commission requirements, implemented robust security officer training and certification
programs utilizing IAHSS standards, and established security dashboards tracking KPIs
including response times, workplace violence incidents, and compliance metrics (Mayo Clinic,
2019). Key success factors included executive leadership support positioning security as
patient safety priority, dedicated resources for program development and implementation, and
continuous improvement culture using data to drive ongoing enhancement (Gates et al., 2011).
Cleveland Clinic implemented a violence prevention program incorporating standard de-
escalation protocols, mandatory competency assessment for all security and clinical staff in
violence response, and KPI tracking of violent incidents with root cause analysis (Cleveland
Clinic, 2020). Results included reduced workplace violence rates, improved staff confidence
in managing behavioral emergencies, and enhanced collaboration between security and clinical
departments (Gates et al., 2011). Critical elements included executive leadership from both
operational and clinical leadership, multidisciplinary team involvement, simulation-based
training for realistic skill development, and transparent data sharing building accountability
(Cleveland Clinic, 2020).

Singapore health systems implemented comprehensive healthcare security programs meeting
Joint Commission International accreditation requirements through detailed standard
operating procedures, structured training and competency verification, and security
performance dashboards (Quah et al., 2016). Cultural adaptation for Asian context included
emphasis on relationship-building and consensus decision-making, respect for hierarchy in
implementation approaches, and attention to face-saving in performance discussions (Quah
et al., 20106). Success factors included government support positioning healthcare quality as
national priority, regional collaboration enabling knowledge sharing, and sustained investment
in training infrastructure (Quah et al., 2016).

7.2 Saudi Arabian Implementations
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Limited published literature documents Saudi Arabian healthcare security standard work-
competency-KPI implementation, though anecdotal reports and conference presentations
suggest growing interest and early adoption efforts (Al-Turki et al, 2016). King Faisal
Specialist Hospital and Research Centre in Riyadh, a JCI-accredited tertiary facility, developed
security standard operating procedures aligned with JCI requirements, implemented security
officer training programs, and established incident tracking and analysis systems (Al-Turki et
al., 2016). Challenges included security workforce diversity requiring multilingual
documentation, balancing international accreditation standards with local cultural
expectations, and sustaining focus amid competing clinical priorities (Al-Turki et al., 2016).
Saudi German Hospitals, a private hospital group operating multiple facilities across Saudi
Arabia, implemented standardized security protocols across their network, developed security
officer competency frameworks with staged progression, and created centralized KPI
reporting enabling cross-facility comparison (Saudi German Hospitals, 2019). Benefits
included consistency across facilities supporting staff mobility, economies of scale in training
development, and corporate-level visibility enabling targeted interventions for
underperforming sites (Saudi German Hospitals, 2019). Challenges included resistance from
individual facilities preferring autonomy, resource constraints limiting technology
infrastructure, and initial perception of centralized initiatives as bureaucratic burden rather
than support (Saudi German Hospitals, 2019).

Ministry of Health facilities pursuing CBAHI accreditation have developed security-related
standard operating procedures, training programs, and performance monitoring systems with
variable sophistication and implementation fidelity (Al-Awa et al., 2012). Success factors for
higher-performing facilities include strong hospital leadership engagement, dedicated security
management with healthcare security expertise, adequate staffing enabling time for training
and quality improvement, and participation in professional development opportunities
including IAHSS resources (Al-Turki et al., 2016). Barriers for struggling facilities include
competing priorities overwhelming security improvement efforts, security leadership turnover
disrupting continuity, inadequate budgets for training or technology, and limited access to
healthcare security best practices (Al-Awa et al., 2012).

7.3 Lessons Learned and Success Factors

Cross-cutting lessons from international and Saudi implementations illuminate critical success
factors and common pitfalls (Gates et al,, 2011; IAHSS, 2020; Al-Turki et al., 2010).
Leadership commitment represents the most consistent success factor, with executive-level
support providing resources, removing barriers, setting expectations, and sustaining focus
(Kotter, 1996). Security programs lacking leadership engagement struggle to compete for
resources and attention, relegating improvement efforts to peripheral status (Gates et al.,
2011).

Staff engagement through involvement in standard work development, input on competency
frameworks, and participation in KPI interpretation enhances program quality, builds
ownership, and reduces resistance (Armenakis & Harris, 2009). Top-down implementation
without frontline input risks creating impractical requirements disconnected from operational
reality (Liker, 2004). Balance between standardization ensuring consistency and flexibility
accommodating local variation enables both quality control and practical applicability
(Mazzocato et al., 2010).

Infrastructure investment in documentation systems, training programs, technology platforms,
and analytical tools enables effective implementation, while under-resourced initiatives
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struggle despite good intentions (IAHSS, 2020). However, technology alone proves
insufficient without corresponding process design, staff competency, and cultural readiness
(Aldosari, 2014). Starting with manageable scope focusing on highest-priority areas prevents
overwhelming organizations and allows learning before expansion (Armenakis & Harris,
2009).

Persistence through implementation challenges maintaining commitment despite obstacles
ultimately determines success, as substantial organizational change rarely proceeds smoothly
(Kotter, 1996). Eatly difficulties, resistance, and setbacks should be anticipated and addressed
rather than causing abandonment (Armenakis & Harris, 2009). Celebration of incremental
progress and recognition of contributors sustains motivation through extended
implementation journeys (Kotter, 1990).

8. Barriers, Solutions, and Future Directions

8.1 Common Implementation Barriers

Healthcare security in Saudi Arabia faces multiple barriers impeding optimal standard work-
competency-KPI implementation (Al-Turki et al., 2016; Aldossary et al., 2008). Workforce
challenges include: limited healthcare security-specific educational programs in Saudi Arabia
creating dependence on on-the-job training; high turnover disrupting continuity and requiring
continuous reinvestment in training; linguistic and cultural diversity within security teams
complicating standardized training and communication; variable educational backgrounds
from secondary education to university degrees affecting learning approaches; and
competition from other sectors for qualified Saudi nationals (Aldossary et al., 2008).
Resource constraints limit comprehensive program implementation through: inadequate
security staffing levels preventing time allocation for training, competency assessment, and
quality improvement; limited budgets for security technology, training materials, and program
infrastructure; competing priorities for organizational resources positioning security as cost
center rather than quality investment; and physical space limitations constraining training
facilities or technology installation (Al-Turki et al., 2016).

Knowledge and expertise gaps affect program development quality due to: limited Saudi
healthcare security subject matter expertise creating dependence on expatriate knowledge or
international consultants; insufficient access to international best practices and professional
networks; underdeveloped professional associations and knowledge-sharing mechanisms
within Saudi Arabia; and limited research on Saudi healthcare security producing local evidence
for practice development (Aldossary et al., 2008; Al-Turki et al., 2016).

Cultural and organizational factors create implementation challenges including: hierarchical
organizational cultures potentially limiting frontline engagement in program development;
face-saving cultural norms making performance feedback and competency assessment
sensitive; variable organizational readiness for systematic change management; and skepticism
about value of formal systems when informal relationships have historically guided practice
(Aldossary et al., 2008).

8.2 Practical Solutions and Strategies

Addressing workforce challenges requires multi-pronged approaches: developing Saudi
healthcare security educational programs through universities, technical colleges, or vocational
training institutes; creating career pathways with professional development, advancement
opportunities, and competitive compensation supporting retention; implementing robust
orientation and ongoing training systems compensating for variable entry-level preparation;
establishing mentorship programs facilitating knowledge transfer from experienced personnel;
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and promoting healthcare security as valued profession worthy of capable Saudi nationals
(Aldossary et al., 2008; Al-Turki et al., 2016).

Resource optimization strategies maximize impact within constraints through: conducting
needs assessments and prioritization focusing resources on highest-impact areas; pursuing
grant funding, corporate social responsibility programs, or public-private partnerships
supplementing operational budgets; leveraging technology for efficiency including e-learning
reducing training costs or automated systems reducing labor requirements; collaborating
across facilities to share resources including training content, technology platforms, or
expertise; and building business cases demonstrating security return on investment through
reduced incidents, liability protection, and accreditation achievement (Al-Turki et al., 2010).
Knowledge development initiatives build Saudi healthcare security expertise through:
international partnerships with leading healthcare security organizations facilitating knowledge
transfer and professional development; participation in IAHSS and similar international
professional associations; academic-practice collaborations conducting research on Saudi
healthcare security and disseminating findings; professional conferences and workshops
enabling knowledge sharing within Saudi Arabia; and translation and adaptation of
international resources for local application (IAHSS, 2020; Aldossary et al., 2008).

Cultural adaptation strategies honor Saudi values while implementing effective systems:
developing Arabic-language resources as primary materials with high-quality translation and
cultural appropriateness; designing competency assessment approaches sensitive to face-
saving concerns emphasizing development over judgment; structuring staff engagement
appropriate to organizational hierarchy; and incorporating religious and cultural considerations
into standard work, competency frameworks, and KPI expectations (Al-Turki et al., 2016;
Aldossary et al., 2008).

8.3 Vision 2030 Alignment and Opportunities

Saudi Vision 2030 creates favorable conditions for healthcare security advancement through
multiple strategic priorities (Kingdom of Saudi Arabia, 2016). Quality of life enhancement
recognizes healthcare quality as determinant of societal wellbeing, potentially supporting
investment in patient safety infrastructure including security (Alkhamis et al., 2020). Economic
diversification encouraging private healthcare sector growth expands opportunities for
innovative security models and competition driving quality improvement (Kingdom of Saudi
Arabia, 2010).

Workforce nationalization (Saudization) increasing Saudi participation in healthcare creates
both challenges requiring enhanced training systems and opportunities as educated Saudi
nationals bring language proficiency, cultural understanding, and long-term stability (Aldossary
et al., 2008). Digital transformation initiatives implementing electronic health records, data
analytics, and smart infrastructure provide technology platforms potentially supporting
integrated security management systems (Aldosari, 2014). International engagement including
hosting international healthcare organizations, participating in global health initiatives, and
sending Saudis for international training facilitates knowledge transfer and best practice
adoption (Kingdom of Saudi Arabia, 2016).

Regulatory strengthening through CBAHI enhancement, enforcement of standards, and
public reporting of quality metrics creates external accountability reinforcing internal quality
improvement efforts (Al-Awa et al., 2011). Research and development priorities including
health sciences research funding and academic-practice partnerships enable evidence
generation informing security practice improvement (Kingdom of Saudi Arabia, 2016).

393



Cultura. International Journal of Philosophy of Culture and Axiology 22(10s)/2025

Healthcare security advancement aligned with these strategic priorities can leverage Vision
2030 momentum and resources (Alkhamis et al., 2020).

8.4 Future Research Needs

Limited evidence base on Saudi healthcare security, standard work implementation,
competency systems, and KPI frameworks creates research opportunities advancing both
knowledge and practice (Al-Turki et al., 20106). Descriptive research documenting current state
of Saudi healthcare security including organizational structures, staffing models, training
approaches, technology utilization, and performance measurement establishes baseline
understanding (Aldossary et al., 2008). Epidemiological research characterizing healthcare
security incidents including workplace violence, theft, vandalism, and other events identifies
priorities for intervention (Alameddine et al., 2015).

Implementation research examining standard work-competency-KPI system adoption
including barriers, facilitators, implementation strategies, and outcomes provides practical
guidance for facilities undertaking similar initiatives (Armenakis & Harris, 2009). Evaluation
research assessing program effectiveness measuring security outcomes, accreditation
compliance, cost-effectiveness, and unintended consequences informs evidence-based
decision-making (Parmenter, 2015).

Comparative research examining different implementation approaches, technology platforms,
training models, or organizational structures identifying best practices and performance
differentiators (Al-Turki et al., 2016). Cultural research exploring Saudi-specific considerations
for healthcare security including gender dynamics, religious accommodations, family
involvement, and communication patterns ensures cultural appropriateness (Aldossary et al.,
2008). Dissemination through peer-reviewed publications, professional conferences, and
practice guidelines makes research findings accessible supporting knowledge translation (Al-
Turki et al., 2010).

9. CONCLUSIONS AND RECOMMENDATIONS

9.1 Summary of Key Findings

Healthcare security in Saudi Arabian hospitals operates within complex environments
requiring simultaneous achievement of accreditation compliance, operational effectiveness,
cultural appropriateness, and continuous improvement (Al-Turki et al., 2016; CBAHI, 2019).
The gap between accreditation documentation and frontline practice represents critical
vulnerability compromising patient safety, staff protection, organizational reputation, and
regulatory standing (Braithwaite et al., 2006; Al-Awa et al., 2011). Bridging this gap requires
systematic approaches translating standards into actionable operations through three
integrated mechanisms (IAHSS, 2020).

Auditable standard work converts complex accreditation requirements into clear, step-by-step
procedures accessible to frontline security personnel regardless of educational background or
experience level (Liker, 2004; Mazzocato et al., 2010). Effective standard work employs visual
design, simple language, point-of-use accessibility, and regular updating maintaining relevance
(Manos et al., 20006). Development requires accreditation standard analysis, subject matter
expert involvement, pilot testing, and staff engagement (D'Andreamatteo et al., 2015).
Competency-based assessment systems ensure security personnel possess knowledge, skills,
and attitudes necessary for standards-compliant practice through structured evaluation and
development (Garside & Nhemachena, 2013; Lima et al., 2017). Competency frameworks
define requirements across multiple domains and proficiency levels, while assessment methods
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employ diverse modalities verifying attainment (IAHSS, 2020). Initial validation, ongoing
verification, remediation pathways, and professional development progression create
comprehensive competency management (Colling & York, 2009).

Key performance indicator (KPI) systems enable measurement, monitoring, and improvement
of security performance aligned with accreditation requirements (Parmenter, 2015; Taticchi et
al., 2010). Effective KPIs balance multiple performance dimensions, incorporate leading and
lagging indicators, utilize robust data infrastructure, and drive improvement cycles addressing
identified deficiencies (Mettler & Rohner, 2009). Integration of standard work, competency,
and KPI systems creates synergistic value exceeding separate implementation (Liker, 2004).
9.2 Practical Recommendations

For Saudi healthcare facilities implementing or enhancing standard work-competency-KPI
systems, practical recommendations include:

Leadership Actions: Secure executive commitment positioning security as patient safety
priority; allocate adequate resources for program development and sustainment; establish clear
governance with defined accountability; champion change management throughout
organization; and demonstrate visible sustained engagement (Kotter, 1996).

Program Development: Conduct baseline assessment of current capabilities and gaps;
prioritize highest-impact security functions for initial focus; engage frontline security
personnel in development ensuring practical applicability; leverage international best practices
with cultural adaptation; pilot test before full deployment enabling refinement; and create
realistic implementation timelines preventing rushing (IAHSS, 2020; Armenakis & Harris,
2009).

Standard Work Implementation: Translate relevant accreditation requirements into
operational procedures; develop visually-oriented documents using photographs, diagrams,
and flowcharts; provide Arabic primary language versions with quality translation; ensure
point-of-use accessibility through multiple formats; train personnel in standard work
utilization; and establish regular review and updating processes (Liker, 2004; Manos et al.,
2000).

Competency System Development: Define competency frameworks appropriate to security
roles and organizational needs; create multiple assessment methods addressing knowledge,
skills, and attitudes; implement initial validation during orientation; conduct ongoing periodic
verification; provide remediation pathways addressing identified gaps; and establish
professional development progressions supporting advancement (Garside & Nhemachena,
2013; IAHSS, 2020).

KPI Framework Establishment: Select indicators aligned with accreditation requirements
and strategic priorities; balance compliance, quality, safety, efficiency, and service dimensions;
develop data collection infrastructure ensuring reliability; create reporting and visualization
enabling stakeholder understanding; establish thresholds and targets defining acceptable
performance; and implement improvement cycles translating data into action (Parmenter,
2015; Taticchi et al., 2010).

Technology Utilization: Leverage existing health information systems for integrated security
data management; implement security-specific platforms including incident reporting, access
control, and surveillance systems; utilize e-learning for scalable cost-effective training; employ
mobile technologies enabling point-of-use documentation access; and ensure interoperability
preventing information silos (Aldosari, 2014).

395



Cultura. International Journal of Philosophy of Culture and Axiology 22(10s)/2025

Change Management: Communicate compelling vision connecting security to patient safety
and organizational success; engage stakeholders building ownership and reducing resistance;
provide comprehensive training and support; celebrate quick wins demonstrating value;
address concerns empathetically; and sustain focus through consistent messaging and
accountability (Kotter, 1996; Armenakis & Harris, 2009).

Cultural Adaptation: Develop Arabic-language resources as primary materials; accommodate
religious observances in operational planning; address gender considerations appropriately;
respect hierarchical organizational cultures; apply culturally-sensitive approaches to
performance feedback; and honor Saudi values while maintaining accreditation standards (Al-
Turki et al., 2016; Aldossary et al., 2008).

9.3 Policy Implications

At organizational level, policy recommendations include: establishing security as patient safety
priority within governance structures; mandating security standard work, competency
verification, and KPI monitoring as operational requirements; allocating budgets supporting
security program infrastructure; requiring security leadership positions filled by individuals
with healthcare security expertise; and integrating security metrics into overall quality and
safety dashboards (Gates et al., 2011).

At national level, policy implications include: strengthening CBAHI security standards and
survey processes; developing Saudi healthcare security educational programs through
universities or vocational institutes; creating professional certification or credentialing for
healthcare security personnel; mandating minimum training and competency requirements;
supporting research on Saudi healthcare security; facilitating professional association
development enabling knowledge sharing; and incorporating security into healthcare quality
public reporting (Al-Awa et al., 2011; Aldossary et al., 2008).

9.4 Conclusion

Saudi Arabian healthcare security stands at critical juncture where increasing accreditation
expectations, growing security threats, workforce transformation, and quality improvement
imperatives converge demanding systematic approaches bridging the gap between regulatory
requirements and operational reality (Al-Turki et al., 2016; Alkhamis et al., 2020). The
integrated framework of auditable standard work, competency-based assessment, and KPI-
driven improvement provides practical pathway transforming compliance from paper exercise
into operational culture (IAHSS, 2020). Success requires leadership commitment, adequate
resources, staff engagement, cultural sensitivity, and sustained effort, but the potential
benefits—enhanced patient safety, improved staff protection, assured accreditation
compliance, and security excellence—justify the investment (Gates et al., 2011). Vision 2030
creates favorable conditions and strategic imperative for healthcare security advancement as
component of broader healthcare quality transformation positioning Saudi Arabia as regional
healthcare leader (Kingdom of Saudi Arabia, 2016). Healthcare security professionals,
organizational leaders, policymakers, and researchers each play critical roles translating this
vision into reality through dedicated effort advancing the field from current state toward
aspirational future where accreditation standards and frontline practice align seamlessly
protecting patients, staff, and organizations (Alkhamis et al., 2020).

References
1. Alameddine, M., Mourad, Y., & Dimassi, H. (2015). A national study on nurses'
exposure to occupational violence in Lebanon: Prevalence, consequences and
associated factors. PLLOS ONE, 10(9), e0137105.

396



Cultura. International Journal of Philosophy of Culture and Axiology 22(10s)/2025

397

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Al-Awa, B., Al Mazrooa, A., Rayes, O., El Hati, T., Devreux, L., Al-Noury, K., & Habib,
H. (2011). Benchmarking the post-accreditation patient safety culture at King
Abdulaziz University Hospital. .Annals of Sandi Medicine, 31(2), 143-149.

Al-Awa, B., Jacquery, A., Almazrooa, A., Habib, H., Al-Noury, K., El-Deck, B., &
Devreux, I. (2012). Comparison of patient safety and quality of care indicators between
pre and post accreditation periods in King Abdulaziz University Hospital. Research
Journal of Medical Sciences, 6(2), 81-88.

Aldossary, A., While, A., & Barriball, L. (2008). Health care and nursing in Saudi Arabia.
International Nursing Review, 55(1), 125-128.

Aldosari, B. (2014). Rates, levels, and determinants of electronic health record system
adoption: A study of hospitals in Riyadh, Saudi Arabia. International Journal of Medical
Informatics, 83(5), 330-342.

Alkhenizan, A., & Shaw, C. (2011). Impact of accreditation on the quality of healthcare
services: A systematic review of the literature. Annals of Saudi Medicine, 31(4), 407-416.
Alkhamis, A., Hassan, A., & Cosgrove, P. (2020). Financing healthcare in Gulf
Cooperation Council countries: A focus on Saudi Arabia. The International Journal of
Health Planning and Management, 35(1), 251-263.

Almalki, M., Fitzgerald, G., & Clark, M. (2011). Health care system in Saudi Arabia: An
overview. Eastern Mediterranean Health Journal, 17(10), 784-793.

Alsaleem, S. A., Alsabaani, A., Alamri, R. S., Hadi, R. A., Alkhayrat, S. M., Badawi, K.
K., & Al-Bariqi, L. A. (2018). Violence towards healthcare workers: A study conducted
in Abha City, Saudi Arabia. Journal of Family & Commmunity Medicine, 25(3), 188-193.
Al-Turki, H. A., Al-Turki, R. A.; Al-Dardas, H. A., Al-Gazlan, S. S., Al-Maghrabi, G.
H., Al-Enizi, N. H., & Ghareeb, B. A. (2016). Burnout syndrome among multinational
nurses working in Saudi Arabia. Annals of African Medicine, 15(4), 157-162.

Armenakis, A. A., & Harris, S. G. (2009). Reflections: Our journey in organizational
change research and practice. Journal of Change Management, 9(2), 127-142.

Braithwaite, J., Westbrook, J., Pawsey, M., Greenfield, D., Naylor, J., Iedema, R,
Runciman, B., Redman, S., Jorm, C., Robinson, M., Nathan, S., & Gibberd, R. (2000).
A prospective, multi-method, multi-disciplinary, multi-level, collaborative, social-
organisational design for researching health sector accreditation. BMC Health Services
Research, 6, 113.

CBAHLI. (2019). National hospital standards (3rd ed.). Central Board for Accreditation of
Healthcare Institutions.

Cleveland Clinic. (2020). Workplace violence prevention  program. Retrieved from
https://my.clevelandclinic.org

Colling, R. L., & York, T. W. (2009). Hospital and healthcare security (5th ed.). Butterworth-
Heinemann.

D'Andreamatteo, A., lanni, L., Lega, F., & Sargiacomo, M. (2015). Lean in healthcare:
A comprehensive review. Health Policy, 119(9), 1197-12009.

Garside, J. R., & Nhemachena, J. Z. (2013). A concept analysis of competence and its
transition in nursing. Nurse Education Today, 33(5), 541-545.

Gates, D. M., Gillespie, G. L., & Succop, P. (2011). Violence against nurses and its
impact on stress and productivity. Nursing Economics, 29(2), 59-66.

Greenfield, D., & Braithwaite, J. (2008). Health sector accreditation research: A
systematic review. International Journal for Quality in Health Care, 20(3), 172-183.



https://my.clevelandclinic.org/

Cultura. International Journal of Philosophy of Culture and Axiology 22(10s)/2025

20.

21.

22.

23.

24.

25.

20.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

IAHSS. (2020). Healthcare security industry guidelines. International Association for
Healthcare Security and Safety.

Joint Commission International. (2021). Joint Commission International accreditation
Standards for hospitals (7Tth ed.). Joint Commission Resources.

Kaplan, R. S., & Norton, D. P. (1996). Using the balanced scorecard as a strategic
management system. Harvard Business Review, T4(1), 75-85.

Kingdom of Saudi Arabia. (2016). Saudi Vision 2030. Retrieved from
https://vision2030.gov.sa

Kotter, J. P. (1996). Leading change: Why transformation efforts fail. Harvard Business
Review, 73(2), 59-67.

Liker, J. K. (2004). The Toyota way: 14 management principles from the world's greatest
manufacturer. McGraw-Hill.

Lima, S., Newall, F., Kinney, S., Jordan, H. L., & Hamilton, B. (2017). How competent
are they? Graduate nurses self-assessment of competence at the start of their careers.
Collegian, 24(4), 327-333.

Lipscomb, J. A., Trinkoff, A. M., Geiger-Brown, ., & Brady, B. (2006). Work-schedule
characteristics and reported musculoskeletal disorders of registered nurses. Scandinavian
Journal of Work, Environment & Health, 30(5), 394-401.

Manos, A., Sattler, M., & Alukal, G. (2006). Make healthcare lean. Quality Progress, 39(7),
24-30.

Mayo Clinic. (2019). Security services annual report. Mayo Clinic.

Mazzocato, P., Savage, C., Brommels, M., Aronsson, H., & Thor, J. (2010). Lean
thinking in healthcare: A realist review of the literature. Quality and Safety in Health Care,
19(5), 376-382.

Mettler, T., & Rohner, P. (2009). Performance management in health care: The past,
the present, and the future. Proceedings of the 9th International Conference on Business
Informatics Research, 6, 699-708.

OSHA. (2015). Guidelines for preventing workplace violence for healthcare and social service
workers. Occupational Safety and Health Administration.

Parmenter, D. (2015). Key performance indicators: Developing, implementing, and using winning
KPIs (3td ed.). Wiley.

Peck-Asa, C., Casteel, C., Allareddy, V., Nocera, M., Goldmacher, S., O'Hagan, E.,
Blando, J., Valiante, D., Gillen, M., & Harrison, R. (2009). Workplace violence
prevention programs in psychiatric units and facilities. Archives of Psychiatric Nursing,
23(2), 166-176.

Pomey, M. P., Contandriopoulos, A. P., Francois, P., & Bertrand, D. (2010).
Accreditation: A tool for organizational change in hospitals? International Journal of
Health Care Quality Assurance, 17(3), 113-124.

Quabh, J. L., Loo, G. L., Jamal, D., Lee, K. P., Teo, S. H., & Yap, H. K. (2016). Quality
improvement in an emergency department: User feedback to improve workflow.
Singapore Medical Journal, 57(8), 428-432.

Saudi German Hospitals. (2019). Quality and patient safety report. Saudi German Hospitals
Group.

Shaw, C. D., Groene, O., Mora, N., & Sunol, R. (2013). Accreditation and ISO
certification: Do they explain differences in quality management in European hospitals?
International Journal for Quality in Health Care, 25(3), 309-317.

398


https://vision2030.gov.sa/

Cultura. International Journal of Philosophy of Culture and Axiology 22(10s)/2025

39.

40.

41.

42,

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

399

Taticchi, P., Tonelli, F., & Cagnazzo, L. (2010). Performance measurement and
management: A literature review and a research agenda. Measuring Business Excellence,
14(1), 4-18.

WHO. (2010). Framework for action on interprofessional education & collaborative practice.
World Health Organization.

Abualrub, R. F., & Al-Asmar, A. H. (2014). Physical violence in the workplace among
Jordanian hospital nurses. Journal of Transcultural Nursing, 25(1), 6-14.

Al-Ageel, S., & Al-Sabhan, J. (2009). Strategies for improving adherence to antiepileptic
drug treatment in patients with epilepsy. Cochrane Database of Systematic Reviews, (1),
CDO008312.

Al-Azzam, M., Al-Hamdan, Z., & Nussera, H. (2017). Comparing public and private
hospital nurses' competencies. Nursing Forum, 52(1), 63-70.

Al-Balushi, K. A.; Al-Shibli, S., & Al-Dhafeeri, M. (2014). Evaluation of security
measures in healthcare facilities. Middle East Journal of Family Medicine, 12(8), 24-29.
Albrook, R., Ahel, J., & Kovic, 1. (2018). Building a professional security workforce in
healthcare. Journal of Healthcare Protection Management, 34(1), 59-68.

Al-Ghanim, S. A., & Al-Khashan, H. I. (2018). Prevalence and associated factors of
low health literacy among attendees of primary healthcare centers. Journal of Health
Informatics in Developing Countries, 12(1), 1-12.

Aljadhey, H., Mahmoud, M. A., Ahmad, A., Sultana, R., Zaman Huri, H., Al-Rashed,
S., Bates, D. W., & Sheikh, A. (2013). The prevalence of adverse drug reactions in
inpatients in Saudi Arabia. Saudi Pharmacentical Jonrnal, 21(3), 261-266.

Aljeraisy, M., Alshehri, M., Fadag, M., & Abu-Shaheen, A. K. (2015). Assessment of
the efficiency and utilization of electronic health records in hospitals in Riyadh. Saxdi
Journal for Health Sciences, 4(1), 37-41.

Allen, D. E., Ploeg, J., & Kaasalainen, S. (2012). The relationship between emotional
intelligence and clinical teaching effectiveness in nursing faculty. Journal of Professional
Nursing, 28(4), 231-240.

Al-Otaibi, Y. S. (2008). Measuring patient satisfaction with nursing care in a public
hospital in Saudi Arabia. Saudi Medical Jonrnal, 29(3), 309-313.

Alsaraireh, F. A.; & Aloush, S. M. (2016). Emotional intelligence and safety competency
among Jordanian nurses. Journal of Nursing Management, 24(4), 549-557.

Al-Shamrani, M. M. (2014). Saudization (Nitagat) in the Saudi private sector:
Challenges and opportunities. International Business & Economics Research Jonrnal, 13(4),
749-758.

Alshammari, F., Alshammari, M., Pasay-an, E., & Alquwez, N. (2020). Factors affecting
nursing competency among newly graduated nurses. Nurse Media Jonrnal of Nursing,
10(1), 31-41.

Al-Yousuf, M., Akerele, T. M., & Al-Mazrou, Y. Y. (2002). Organization of the Saudi
health system. Eastern Mediterranean Health Journal, 8(4-5), 645-653.

Armstrong, M., & Baron, A. (2005). Managing performance: Performance management in action.
CIPD Publishing.

Aronson, K. R., Kysia, R., & Hockman, E. (2007). Workplace safety and security for
public health professionals: Overview and recommendations for employers. Journal of

Public Health Management and Practice, 13(Suppl), S1-S6.



Cultura. International Journal of Philosophy of Culture and Axiology 22(10s)/2025

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

09.

70.

71.

72.

73.

74.

Barling, J., Dupré, K. E., & Kelloway, E. K. (2009). Predicting workplace aggression
and violence. Annual Review of Psychology, 60, 671-692.

Berwick, D. M., Nolan, T. W., & Whittington, J. (2008). The triple aim: Care, health,
and cost. Health Affairs, 27(3), 759-769.

Boev, C. (2012). The relationship between nurses' perception of work environment and
patient satisfaction in adult critical care. Journal of Nursing Scholarship, 44(4), 368-375.
Bohmer, R. M. (2009). Designing care: Aligning the nature and management of health care.
Harvard Business Press.

Botje, D., Ten Asbroek, G. H., Plochg, T., Anema, H. A., Kringos, D. S., Fischer, C,,
& Klazinga, N. S. (2014). Are performance indicators used for hospital quality
management: A qualitative interview study amongst health professionals and quality
managers in The Netherlands. BMC Health Services Research, 14, 574.

Brewer, C. S., Kovner, C. T., Greene, W., Tukov-Shuser, M., & Djukic, M. (2012).
Predictors of actual turnover in a national sample of newly licensed registered nurses
employed in hospitals. Journal of Advanced Nursing, 68(3), 521-538.

Buchbinder, S. B., & Shanks, N. H. (2017). Introduction to health care management (3rd ed.).
Jones & Bartlett Learning.

Cameron, K. S., & Quinn, R. E. (2011). Diagnosing and changing organizational culture: Based
on the competing values framework (3rd ed.). Jossey-Bass.

Carayon, P., & Gurses, A. P. (2008). Nursing workload and patient safety—A human
factors engineering perspective. Patient Safety and Quality Handbook for Nurses, 1, 203-
216.

Chassin, M. R., & Loeb, J. M. (2013). High-reliability health care: Getting there from
here. Milbank Quarterly, 91(3), 459-490.

Choudhry, R. M., Fang, D., & Mohamed, S. (2007). The nature of safety culture: A
survey of the state-of-the-art. Safery Science, 45(10), 993-1012.

Conchie, S. M., & Burns, C. (2008). Trust and risk communication in high-risk
organizations: A test of principles from social risk research. Risk Analysis, 28(1), 141-
149.

Crutchfield, N., & Roughton, J. (2014). Safety culture: An innovative leadership approach.
Butterworth-Heinemann.

DeJoy, D. M., Schaffer, B. S., Wilson, M. G., Vandenberg, R. J., & Butts, M. M. (2004).
Creating safer workplaces: Assessing the determinants and role of safety climate. Journal
of Safety Research, 35(1), 81-90.

Donabedian, A. (2005). Evaluating the quality of medical care. The Milbank Quarterly,
83(4), 691-729.

El-Jardali, F., Jamal, D., Dimassi, H., Ammar, W., & Tchaghchaghian, V. (2008). The
impact of hospital accreditation on quality of care: Perception of Lebanese nurses.
International Journal for Quality in Health Care, 20(5), 363-371.

Flott, K. M., & Darzi, A. (2016). Measuring health systems: Learning from other
sectors. BMJ Quality & Safety, 25(11), 869-873.

Frenk, J., Chen, L., Bhutta, Z. A., Cohen, J., Crisp, N., Evans, T., Fineberg, H., Garcia,
P, Ke, Y., Kelley, P., Kistnasamy, B., Meleis, A., Naylor, D., Pablos-Mendez, A.,
Reddy, S., Scrimshaw, S., Sepulveda, J., Serwadda, D., & Zurayk, H. (2010). Health
professionals for a new century: Transforming education to strengthen health systems
in an interdependent world. The Lancet, 376(9756), 1923-1958.

400



Cultura. International Journal of Philosophy of Culture and Axiology 22(10s)/2025

75. Garcia, A. B., Rocha, F. L., Pissinati, P. D., Betting, L. T., & Haddad, M. D. (2017).
Incidents to which nursing workers are exposed in the hospital environment. REME:
Revista Mineira de Enfermagem, 21, e-1046.

76. Gershon, R. R., Stone, P. W., Bakken, S., & Larson, E. (2004). Measurement of
organizational culture and climate in healthcare. Journal of Nursing Administration, 34(1),

33-40.

77. Griffin, M. A., & Neal, A. (2000). Perceptions of safety at work: A framework for
linking safety climate to safety performance, knowledge, and motivation. Journal of
Occupational Health Psychology, 5(3), 347-358.

Appendix A: Accreditation Standards Comparison Table
Table Al. Comparison of Key Security Requirements Across Major Healthcare
Accreditation Standards

Security CBAHI JCI Standards | IAHSS Implementation
Domain Standards Guidelines Priority
Access Required Defined access | 24/7 controlled | High -
Control visitor points; aCCESS; Foundational

management | Identification Electronic requirement

system; systems; Key access systems;

Employee ID | control program | Visitor badge

verification; management

Restricted area

controls
Workplace Violence Risk assessment; | Behavioral Critical - Patient
Violence prevention Prevention threat & staff safety
Prevention program; Staff | measures; assessment;

training; Response De-escalation

Incident procedures training; Code

response Silver protocols

protocols
Emergency Emergency All-hazards Incident High - Regulatory
Preparedness | operations approach; command mandate

plan; Staff Command integration;

roles defined; | structure; Lockdown

Regular drills | Communication | procedures;

systems Evacuation
support

Infant/Patient | Electronic Risk assessment; | Infant security | High - High-
Abduction security Prevention bands; Alarm consequence

systems; Staff | technology; response; Code | event

education; Regular testing Pink

Response procedures

protocols
Security Risk | Annual hazard | Proactive risk Crime analysis; | Medium -
Assessment surveillance; assessment; Environmental | Planning

foundation
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Vulnerability | Mitigation design
identification | planning assessment
Security Initial Security-specific | 40-hour basic; | High -
Training orientation; training; Role- 24-hour annual | Competency
Ongoing based continuing assurance
education; requirements education
Competency
verification
Incident Reporting Standardized Uniform crime | Medium - Data-
Reporting system; reporting; Root | reporting; driven
Investigation | cause analysis; Statistical improvement
process; Data | Trend analysis
analysis monitoring
Security Surveillance Technology risk | CCTV Medium - Force
Technology systems; assessment; standards; multiplier
Alarm Preventive Access control
systems; maintenance integration
Maintenance
programs
Parking & Physical Safe Parking lot Low-Medium -
Grounds security environment; security; External security
measures; Environmental Perimeter
Lighting rounds control
requirements;
Patrol
protocols
Coordination | MOU with External agency | 24/7 law Medium -
with Law local police; coordination; enforcement External
Enforcement | Joint response | Communication | liaison; Joint partnership
planning protocols training
exercises
Notes:

o CBAHI = Central Board for Accreditation of Healthcare Institutions (Saudi Arabia)

e JCI = Joint Commission International

o TAHSS = International Association for Healthcare Security and Safety

e Priority ratings based on patient safety impact, regulatory requirements, and resource
requirements

Appendix B: Standard Work Development Framework
Table B1. Step-by-Step Framework for Developing Security Standard Work

Documents
Phase Step Activities Responsibl | Deliverables | Timeli
e Parties ne
1. Planning 1.1 Identify | - Review Security Priority matrix | Week 1-
Priority accreditation Manager, of security 2
Areas findings<br>- | Quality functions
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Analyze incident | Director, requiring
data<br>- Accreditatio | standard work
Survey staff n
input<br>- Coordinato
Assess risk r
levels
1.2 - Select subject | Security Development | Week 2
Assemble matter Director, team roster
Developme | experts<br>- HR with roles
nt Team Include Department | defined
frontline
officers<br>-
Engage clinical
partners<br>-
Assign project
manager
1.3 - Create project | Project Project charter | Week 3
Establish schedule<br>- | Manager, with approved
Timeline & | Allocate Finance, resources
Resources | budget<br>- Executive
Secure Leadership
leadership
approval<br>-
Define
milestones
2. Analysis 2.1 Review | - Analyze Accreditatio | Gap analysis Week 4-
Accreditati | CBAHI n Specialist, | report with 5
on standards<br>- | Security specific
Requireme | Review JCI Manager requirements
nts requirements<b
r>- BExamine
TAHSS
guidelines<br>-
Identify gaps
2.2 Map - Observe Process Current state | Week 5-
Current current Improveme | process maps | 6
Processes | practice<br>- nt
Interview Specialist,
staff<br>- Frontline
Document Officers
variations<br>-
Identify best
practices
2.3 - Research Security Best practice Week 6-
Benchmark | literature<br>- | Manager, compilation 7
Contact peer with
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Best facilities<br>- | Research adaptation
Practices Consult IAHSS | Team notes
resources<br>-
Adapt to local
context
3. Design 3.1 Draft - Write step-by- | Subject Draft standard | Week 8-
Standard step Matter work 10
Work procedures<br> | Experts, documents
Content - Use simple Technical (Arabic &
clear Writer English)
language<br>-
Include decision
points<br>-
Define expected
outcomes
3.2 Create | - Take Graphic Visual aids Week
Visual photographs<br | Designer, integrated into | 10-11
Elements >- Design Photograph | documents
flowcharts<bt> | er, SMEs
- Develop
diagrams<br>-
Add color
coding
3.3 Format | - Design single- | Graphic Multiple Week
for page Designer, format 11-12
Accessibilit | cards<br>- IT versions of
y Create wall Department | each standard
posters<br>- work
Develop digital
versions<bt>-
Ensure mobile
compatibility
4. Validation | 4.1 Expert | - Clinical Clinical Expert review | Week
Review partner Directors, feedback with | 13
review<br>- Security revision
Security Director, recommendati
leadership Legal ons
review<br>- Department
Accreditation
specialist
review<bt>-
Legal/complian
ce review
4.2 - Pilot with Pilot Team | Usability Week
Frontline selected Officers, testing report | 14-15
Testing officers<br>- Supervisors | with
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Observe actual improvement
usage<br>- recommendati
Collect user ons
feedback<br>-
Identify usability
issues
4.3 Revise | - Incorporate Developme | Final approved | Week
& Finalize | feedback<br>- | nt Team, standard work | 16
Make necessary | Security documents
adjustments<br | Director (version 1.0)
>- Obtain final
approvals<br>-
Version control
establishment
5. 5.1 Staff - Conduct Training Training Week
Implementati | Training orientation Coordinato | completion 17-19
on sessions<br>- rs, records; staff
Provide hands- | Supervisors | competency
on verification
practice<br>-
Distribute
materials<br>-
Address
questions
5.2 Deploy | - Install wall Facilities Point-of-use Week
Point-of- posters<br>- Team, I'T materials 19-20
Use Distribute Department | deployed
Materials pocket facility-wide
cards<br>-
Enable digital
access<btr>-
Create quick
reference guides
5.3 Launch | - Train Quality Monitoring Week
Monitoring | supervisors on | Team, tools and 20
System auditing<br>- | Security reporting
Implement Supervisors | system
observation operational
tools<br>-
Establish
feedback
mechanisms<br
>- Create
reporting
dashboard
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6. 6.1 - Regular Security Monthly Ongoin
Sustainment | Ongoing compliance Supervisors, | compliance g
Monitoring | audits<br>- Quality reports
Observe actual | Team
usage<br>-
Track adherence
metrics<br>-
Provide
feedback
6.2 - Collect Security Updated Quarterl
Continuous | improvement Manager, standard work |y
Improveme | suggestions<br | QI Team versions as reviews
nt >- Analyze needed
incident
data<br>-
Update based
on
experience<br>
- Conduct
annual reviews
6.3 New - Include in HR, New hire For
Staff orientation<br> | Training competency each
Integration | - Verify Coordinato | verification new
competency<br | rs records hire
>- Provide
mentorship<br
>- Assess
understanding
Appendix C: Security Competency Framework
Table C1. Comprehensive Healthcare Security Competency Matrix
Competen | Entry Level | Intermediat | Advanced (3- | Expert/Supe | Assessm
cy Domain | (0-12 e (1-3 years) | 5 years) rvisor (5+ ent
months) years) Methods
1. Patient | - - Applies - Leads safety | - Develops Written
Safety Understands | patient safety | improvement | safety exam,
Knowledg | basic patient | principlesin | projects<br>- | policies<br>- | observati
e rights<br>- | decision- Identifies Conducts on,
Recognizes making<br>- | systemic safety | safety clinical
patient safety | Coordinates | risks<br>- assessments< | partner
as with clinical | Mentors br>- feedback
priority<br>- | staff<br>- others on Represents
Follows Understands | safety security on
infection medical practices<br> | patient safety
control equipment - Integrates committees<b
basics<br>- | hazards<br>- | safety across | r>- Trains
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Maintains Participates in | all security staff on
patient safety functions patient safety
privacy initiatives integration
2. Access | - Verifies - Manages - Conducts - Designs Skills
Control employee/vis | high-traffic access control | access control | demonstr
itor ID<br>- | situations<br | audits<br>- policies<br>- | ation,
Issues visitor | >- Handles Identifies Evaluates audit
badges access security technology results,
correctly<br | exceptions vulnerabilities | solutions<br> | superviso
>- Controls | appropriately | <br>- - Develops r
restricted <br>- Recommends | staff training | evaluatio
area Troubleshoot | system programs<br | n
access<br>- | s access improvements | >- Oversees
Operates control <br>-Trains | department
door lock technology<b | new staff on compliance
systems r>- Maintains | procedures
access logs
3. - Uses - Adapts - Facilitates - Develops Scenario
Communi | radio/phone | communicati | difficult communicatio | evaluatio
cation professionally | on to conversations | n n, report
<br>- Writes | audience<br | <br>- protocols<br | review,
clear incident | >- De- Presents to >- Manages 360°
reports<br>- | escalates hospital media feedback
Communicat | verbal committees<b | inquiries<br>
es conflicts<br | r>- Trains - Advises
respectfully< | >- others in leadership on
br>- Follows | Coordinates | communicatio | communicatio
chain of multi-party n<br>- n<br>-
command responses<br | Represents Negotiates
>- Provides | department with external
clear briefings | externally agencies
4. - Knows - Leads - Serves as - Develops Drill
Emergenc | facility emergency incident emergency participati
y emergency response commander< | management | on,
Response | plans<br>- | teams<br>- | br>- programs<br | scenario
Responds to | Operates Conducts >- Conducts | simulatio
emergency incident emergency hazard n,
codes<br>- | command drills<br>- vulnerability command
Executes system<br>- | Reviews/upda | analysis<br>- | staff
lockdown Coordinates | tes emergency | Establishes evaluatio
procedures< | with external | plans<br>- external n
br>- Assists | responders<b | Trains staff on | partnerships<
with r>- Manages | emergency br>-
evacuations | emergency procedures Evaluates
equipment emergency
preparedness
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5. - Recognizes | - Applies - Conducts - Designs Role-play
Violence behavioral advanced de- | behavioral workplace scenarios,
Prevention | warning escalation<br | threat violence incident
& sighs<br>- >- Assesses | assessments< | programs<br | review,
Response | Uses basic threat br>- Develops | >- Establishes | clinical
de-escalation | levels<br>- | violence violence partner
techniques<b | Leads team prevention reporting feedback
r>- Requests | responses to | strategies<<br> | systems<br>-
assistance violence<br> | - Trains staff | Leads
appropriately | - Provides in de- multidisciplina
<br>- post-incident | escalation<br | ry violence
Follows support >- Analyzes committees<b
physical violence r>- Develops
intervention trends prevention
protocols policies
6. Cultural | - - Adapts - Develops - Establishes Patient/fa
Competen | Demonstrate | security culturally- cultural mily
cy s respect for | approaches adapted competency teedback,
diverse culturally<br | procedures<b | standards<br | diversity
cultures<br> | >- Navigates | r>- Servesas | >- Evaluates | assessme
- Uses cross-cultural | cultural cultural nt, peer
interpreter conflicts<br | liaison<br>- | appropriatenes | evaluatio
services >- Educates | Addresses s of n
appropriately | others on systemic policies<br>-
<br>- cultural cultural Represents
Follows consideration | barriers<br>- | diverse
gender- s<br>- Mentors staff | communities<
specific Builds on cultural br>- Develops
protocols<br | relationships | competency cultural
>- across training
Accommodat | communities programs
es religious
practices
7. - Operates - Analyzes - Evaluates - Develops Skills test,
Technolog | surveillance surveillance technology technology system
y systems<br> | footage<br>- | effectiveness< | strategic logs,
Proficienc | - Uses access | Generates br>- plans<br>- project
y control system Recommends | Manages outcomes
software<br | reports<br>- | system vendor
>- Completes | Identifies upgrades<br> | relationships<
electronic technology - Integrates br>-
reports<br>- | needs<br>- | multiple Establishes
Troubleshoot | Trains others | plattorms<br | technology
s basic issues | on systems >- Develops | standards<br
technology >- Oversees
procedures technology
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ethical culture

implementatio
n
8. Critical | - Follows - Analyzes - Conducts - Establishes | Case
Thinking | established complex root cause decision study
procedures< | situations<br | analysis<br>- | frameworks< | analysis,
br>- Makes | >- Balances | Develops br>- Guides | incident
appropriate competing innovative strategic review,
basic priorities<br | solutions<br> | planning<br> | superviso
decisions<br | >- Adapts - Anticipates | - Evaluates r
>- procedures to | future systemic assessme
Recognizes circumstances | challenges<br | issues<br>- nt
when to <br>- Solves | >- Evaluates | Develops
escalate<br> | novel policy organizational
- Applies problems effectiveness | strategy
policies
correctly
9. Physical | - Maintains - Leads - Evaluates - Establishes | Fitness
Skills physical physical physical physical testing,
titness interventions | intervention intervention skills
standards<br | <br>- outcomes<br | policies<br>- | demonstr
>- Performs | Maintains >- Develops | Evaluates ation, use
security advanced physical training of force
patrols<br>- | fitness<br>- | fitness programs<br | review
Uses restraint | Operates programs<br | >- Develops
equipment specialized >- Certifies equipment
safely<br>- | equipment<b | staff in standards<br
Applies basic | r>- Teaches | defensive >- Oversees
defensive defensive tactics<br>- | use of force
tactics tactics Reviews use reviews
of force
incidents
10. Ethical | - Maintains - Navigates - Develops - Establishes | Ethics
Practice confidentialit | ethical ethical ethical assessme
y<br>- Acts | dilemmas<br | decision standards<br | nt, peer
with >- Models frameworks< | >- Oversees feedback,
integrity<br> | ethical br>- ethics incident
- Reports behavior<br | Investigates compliance<b | review
misconduct< | >- Advises ethical r>- Addresses
br>- Follows | peers on violations<br | systemic
ethical ethics<br>- | >- Mentors ethical
guidelines Challenges ethical issues<br>-
unethical development< | Leads ethics
practices br>- training
Promotes

Competency Rating Scale:
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o Novice: Requires constant supervision and detailed instruction
e Advanced Beginner: Performs with minimal supervision on routine tasks
o Competent: Performs independently with good judgment
o DProficient: Performs with expertise and serves as resource to others
o Expert: Innovates, teaches, and leads in competency area
Appendix D: Key Performance Indicators (KPI) Dashboard

Table D1. Comprehensive Healthcare Security KPI Framework

KPI Specific Measureme | Data Targe | Reporti | Responsi
Category Indicator | nt Method Source t ng ble Party
Freque
ncy
COMPLIA
NCE
METRICS
Standard % of security | Monthly 100% | Monthly | Security
Work posts with audit Superviso
Availability | current r
standard
work
accessible
Competenc | % of security | HR/Traini | 100% | Monthly | Training
y personnel ng system Coordinat
Assessment | current on or
Current required
competency
assessments
Required % of Patrol >95% | Weekly | Shift
Rounds scheduled tracking Superviso
Completion | security system rs
rounds
completed
per policy
Incident % of Incident >98% | Weekly | Security
Documenta | incidents reporting Manager
tion with system
Complete complete
documentatio
n per policy
Visitor % of visitors | Access 298% | Daily Access
Badge with propetly | control Control
Compliance | issued and system Officer
retrieved
badges
Equipment | % of security | Maintenan | 100% | Monthly | Equipme
Inspection | equipment ce tracking nt
Current inspections system
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completed on Coordinat
schedule or
QUALITY
METRICS
Emergency | Average Incident =3 Weekly | Operation
Response minutes from | reports, minute s Manager
Time call to arrival | time s
tor stamps
emergency
codes
Non- Average Incident <8 Weekly | Operation
Emergency | minutes from | reports, minute s Manager
Response call to arrival | time s
Time for routine stamps
requests
De- % of Incident >85% | Monthly | Quality
escalation behavioral reports Coordinat
Success incidents or
Rate resolved
without
physical
intervention
Infant % of infant | Alarm False | Monthly | Infant
Security security logs, alarm Security
Alarm alarms investigatio | <95% Coordinat
Accuracy verified as n reports or
false vs.
actual breach
Access % of Access 298% | Monthly | Access
Denial employee control Control
Accuracy badge access | logs, Manager
denials that review
were
appropriate
Customer | Average Patient/sta | 24.0 Quarter] | Quality
Satisfaction | satisfaction tf surveys y Departme
score for nt
security
interaction
(1-5 scale)
SAFETY
METRICS
Workplace | Number of | Incident Trendi | Monthly | Safety
Violence physical reports, ng Officer
Rate assault HR data down
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incidents per
100,000 staff

hours

Workplace | % of violence | Incident <5% | Monthly | Safety
Violence incidents reports, Officer
Severity resulting in worker's
lost work comp
time or
serious injury
Property Number of | Incident Trendi | Monthly | Crime
Crime Rate | theft/vandali | reports, ng Analysis
sm incidents | patient down Coordinat
per 1,000 days or
Infant/Pati | Number of | Incident 0 Daily Security
ent attempted or | reports Director
Abduction | actual
Attempts abductions
Patient Number of | Patient 0 Weekly | Patient
Safety security- safety serious Safety
Events related reporting | events Coordinat
patient safety | system or
events
reported
Security Number of | Worker's | Trendi | Monthly | Safety
Staff on-duty compensat | ng Officer
Injuries injuries per ion, down
100,000 staff | incident
hours reports
EFFICIEN
CY
METRICS
Cost per Security Finance Ator | Monthly | Finance
Patient Day | department | system, below Manager
cost divided | patient budget
by patient census
days
Staffing Security Scheduling | 0.8-1.2 | Weekly | Staffing
Hours per | staffing hours | system, hours Coordinat
Patient Day | divided by census or
patient days
Overtime Overtime Payroll <5% | Bi- Staffing
Percentage | hours as % system weekly | Coordinat
of total or
security
hours
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Alarm False | % of security | Alarm logs | <80% | Monthly | Technolo
Positive alarms oy
Rate requiring Coordinat

response that or

are false
CCTV % of time Technolog | 298% | Daily Technolo
System surveillance |y oy
Uptime system fully | monitoring Coordinat

operational or
Training Total training | Finance Ator | Quarterl | Training
Cost per costs divided | system, below |y Manager
Employee | by number of | training budget

security records

OUTCOME
METRICS

Accreditatio | Overall score | Survey >90% | Annual | Security
n trom reports Director
Compliance | accreditation
Score survey

(security

section)
Security- Number of | Survey 0 Annual | Security
Related deficiencies reports critical Director
Survey cited in , <3
Deficiencies | accreditation total

survey
Repeat % of security | Incident <15% | Quarterl | Analysis
Incident incidents that | analysis y Coordinat
Rate are repeats at or

same

location/situ

ation
Staff % of hospital | Employee | 280% | Annual | HR
Confidence | staff satisfaction Departme
in Security | reporting survey nt

confidence in

security

(survey)
Corrective | % of security | Action 100% | Monthly | Quality
Action improvement | tracking Manager
Completion | actions system

completed on

time
Emergency | Average Drill 285% | Quarterl
Drill score on evaluation y

emergency forms
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Performanc
e

drill

evaluations
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