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Abstract—The pursuit of medicine-informed artificial intelligence (Al) is undermined by
current methods lacking the capacity for continual adaptation to changing operational
contexts. Such self-evolving intelligence is crucial in rapidly changing domains like
healthcare. Al systems accessing real-time clinical pipelines can dynamically modify their
knowledge base or data processing, incorporating newly available data categories, features,
relations, or concepts. A self-evolutionary architecture incorporating Al in medicine-
informed continual learning is outlined, with supporting infrastructures for data quality,
data governance, privacy risk, and benchmarking. Completed short-term research
constitutes a first instantiation for real-time risk stratification of patients in acute medical
care with guaranteed performance. These developments contribute to the establishment of
healthcare Al as continuously self-adapting, incrementally sound, and clinically reliable.
Al applied in healthcare consistently presents with an established and salient conceptual
gap, despite ambitious and sophisticated application, deployment, and development
efforts. Most operational Al models in healthcare are not continuously self-evolving. Thus
they invariably become increasingly misaligned with information-rich, time-variant clinical
environments and operations, gradually losing medical relevance and becoming actively
misleading—a risk given the considerable and growing influence of such inferences on
patient care—under a quasi-Boydian—Hyesque risk governance concept. Assurance of
continually adaptive Al in both architecture and clinical performance necessitates an
evolutionary impulse for AL
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Adaptation, Incremental Learning, Performance Assurance, Clinical Reliability, Data
Pipelines, Feature Engineering, Knowledge Update, Medical Al, Benchmarking, Dynamic
Models.

INTRODUCTION

Successive architectures based on advanced learning systems employ yet another closely
related concept termed self-evolving intelligence, which extends the idea of continual
learning to produce learning systems capable of fast adaptation to new decision scenarios
presented by changing data distributions. Healthcare Al infrastructure to accelerate
integration of improved learning capabilities, continual model adaptation, efficient
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response to changing data distributions, and operating constraints remain outside the scope
of real-time data flow incorporation.

During model learning and operation, the data required for performance evaluation,
validation during the inference process in practical scenarios, and potential improvement
and adaptation of system features are performative, derived from historical data accessing
a relatively low-latency volume of information. These data streams are present in the
healthcare sector and stem from patient monitoring equipment made available during
therapeutic care habitation. Exploratory analysis samples show discrimination between at
least two clinical classes of patients that presents the condition of readmission or not in a
limit time period and exhaustion of the early warning score (EWS) checklists used to
identify critical conditions.

A. Motivation and Scope

Ambitious visions for advancing healthcare are challenged by the sizable and continuously
growing gulf between promise and reality in the application of Al and machine learning
models in clinical settings. Despite a proliferation of research and developments relying on
these techniques, empowering sophisticated predictive capabilities and decision support,
most real-time implementations have rather focused on conventional machine-learning
solutions with relatively shallow complexity. This premature operational use of useful but
comparatively elementary predictive models—often generated and deployed without
consideration of their impact on the provision of healthcare—stems from the absence of
data- and knowledge-driven evolution, adaptation, and updating mechanisms. Clinical
environments produce large volumes of diverse, rapidly changing data perceptively ideal
for training deep neural networks which continuously and reliably evolve.

Evolving healthcare intelligence can be expressed as a combination of data pipelines for
the real-time acquisition, integration, and processing of various clinical data streams and
continually self-improving predictive models. The objective is to extend the capabilities of
predictive models beyond initial training and operational use into a mode of continual self-
evolution more closely resembling a biological operating paradigm by connecting them to
real-time clinical information flows. Architecture and data design concepts for the real-
time processing and adaptation of predictive models are summarised, with particular
reference to dynamic risk stratification in acute care and continuous guideline adaptation
in emergency medicine. Risk stratification and guideline proposals derived from evolving
healthcare intelligence ultimately contribute towards safer, more effective, and more
equitable provision of services in these domains.

B. Definitions and Core Concepts

Artificial intelligence refers to computing systems that can accomplish tasks requiring
human-like intelligence. It encompasses diverse and complex subjects such as visual and
aural perception, natural language processing, decision-making, and reasoning.
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Fig 1: Adaptive Healthcare Intelligence: A Multi-Layered Framework for Online
Learning, Risk Stratification, and Autonomous Safety Control
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A sub-discipline of Al, machine learning, assumes data-driven approaches and focuses on
the design of algorithms that can learn from data. Deep learning, in turn, is a subset of ML
inspired by biological neural networks and based on architectures using many layers of
nonlinear operations. A third area of ML involves graph-structured data, which are
introduced in more detail in the following section.

Healthcare intelligence systems are considered a domain of Al with a focus on healthcare-
related applications. It includes or supports such tasks as risk stratification, detection of
anomalies or various conditions, recommendation of actions, and knowledge synthesis. A
seamless Al-based algorithm adapts at runtime to incorporate new data and accommodate
changes in the process being monitored. Online adaptation is a mechanism allowing
adjustment, without explicit re-training, of the model parameters or rules governing the
behavior of the learning system. One type of adaptation is a speedup process that enables
performance optimization at a lower level, while another is safety control designed to guard
against unexpected or undesired behavior.

FOUNDATIONS OF HEALTHCARE INTELLIGENCE

Advanced Al-enabled technologies are rapidly transforming many sectors, including
medicine. Significant attention has recently shifted towards the more sophisticated and
practical integration of these technologies in healthcare settings. Efforts concentrate
primarily on supporting healthcare practitioners and planners in making more informed,
timely, and efficient decisions to improve health outcomes, healthcare services, and
resource allocation. Despite substantial investment and enthusiasm, Al-assisted clinical
decision-support systems remain rare. A key reason lies in the concept of healthcare
intelligence — why a healthcare organization should invest in building a Health Intelligence
Unit is still not clearly articulated, and specific use caseswith demonstrated value remain
limited.

Healthcare institutions often lack data pipelines capable of supplying sufficient quantities
of high-quality features needed for training and assessing elaborate learning or knowledge-
driven intelligence systems. Project initiatives such as the Cortical Learning Algorithm pave
the way towards the maturation of continually self-evolving bleeding, trauma, and septic
shock healthcare intelligence. These intelligence systems incorporate additional sources of
evolving decision- and action-impacting knowledge dynamically discovered from clinical
guidelines, pathways, and literature in conjunction with the continual analysis of streams
of clinical reasoning strategies, medical labels, and electronic records. State-of-the-art
information flow architectures for the real-time pre-processing and integration of clinical
data into knowledge-supported systems are neither clearly established nor evidenced.

Table 1. Main quantitative facts explicitly

Ttem Value / Statement
Total cohort size 8,866 patients
Training cohort 8,501

Validation cohort 143

Test cohort 222

Short smoothing window 12 hours

Long smoothing window 120 hours

Example update frequency

approximately every minute

Outcome highlighted

30-day mortality

Drift test named in article

Kolmogorov—Smirnov test

Performance metric named in article

Normalized Brier score
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A. Landscape of Artificial Intelligence in Medicine

Artificial Intelligence (AI) finds increasingly diverse applications in healthcare and
medicine. The burgeoning area of natural language processing is helping to unleash free-
text information. Machine vision technologies are active in early disease detection and
diagnosis. Wireless sensor technology coupled with machine learning classifiers and
computer vision techniques alert patients or clinicians regarding established risk conditions
such as atrial fibrillation or falls. Yet, there are very few Al systems that evolve after initial
adoption, where extensive extension testing is required.

Indeed, one of the most challenging tasks in Al remains the acquisition and continual
updating of a quality-assured prediction model to discover information mathematics
pertaining to real-life data. Continual learning or auto-ML are some of the terms commonly
used to describe the processes that allow rapid and quality-assured adaptation of predictive
models whenever there is ample new information available. Open UK Biobank data
provides an invaluable osmosis testbed for continual learning algorithms, as many or most
properties of the information mathematics are already in place, including dimensionality-
reduced representation and governing factors during new data acquisitions.

Equation 1. Streaming patient-state construction

Let the real-time multimodal patient stream at time t be

xe =[x, xP, ., xM™)]

where each component is one data source, such as ECG, lab tests, EHR events, or imaging
metadata.
Step 1: Represent each source separately
For source J,
x e RY
Step 2: Concatenate all sources

The full patient state becomes
m
x€RY,  d=) g

j=1
Step 3: Apply preprocessing
If P(-) is the preprocessing function,
X = P(x;)
This may include missing-value handling, scaling, denoising, timestamp alignment, and unit
harmonization.
Step 4: Extract latent representation
If E(-) is the feature extractor / embedding model,
zy = E(X,)
where z; € R¥ is the low-dimensional representation used by the predictive system.
Final pipeline form
P _ E
Xe = Xy = Z
B. Real-Time Data Streams in Clinical Environments
In clinical settings, numerous real-time data streams are generated, including patient
monitoring signals, laboratory measurements, and emergency medical service records. Such
data streams differ in terms of the information they consume, the level of abstraction they
provide, and their expected latency. For instance, the latency of an electrocardiogram signal
is typically within a few milliseconds, while that of computed tomography scans is
measured in hours. In contrast to the data pipelines presented in the previous section, these
features evolve more gradually than those from social media, Web, or crowdsourced
environments. Nevertheless, appropriate mechanisms must be in place to contend with
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changes in data distributions stemming from the introduction of new devices, clinical
protocols, and external conditions, such as the COVID-19 pandemic. For instance,
random perturbations and seasonality contribute to the changes, but others may be more
consequential, such as the introduction of a vaccine or the permanent change in surgery
protocols. With adequate safeguards, self-motivating expansion of the input space and, in
certain cases, even distribution shifts may be possible.

A closer look at these data streams reveals two considerations that dictate the pipelines’
design. First, the sources of each data stream must be identified. Within formal systems,
such as patient records or emergency response records, such information is simple to
determine. Much more challenging is establishing the source of spontaneous data streams,
such as those generated within social media environments. The second consideration is the
possible introduction of additional sources. Other data streams can be neglected or their
latencies accepted when there is low variance in either the volume or the contents. That
state, however, will not hold once an extreme weather episode occurs.
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METHODOLOGY

Continuous learning is grounded on real-time data ingestion to update all model parameters
without retraining from scratch. The architecture accommodates three variants for data
acquisition and preparation along the ingestion path: preprocessing pipelines at the data
source, pre-integration (upon merging) stage, or post-integration. Of principal interest are
data preprocessing functions specifically employed for the adaptation of the embedding
spaces of existing self-supervised feature extraction generators. Supported by parallel
pipelines to the main learning model, these functions aim to overcome challenges posed
by the change of distributions affecting the latent spaces of the learned data
representations.

A second main objective involves the integration of remote, heterogeneous data streams.
Dynamic evidence-related components operate at real-time risk stratification in the acute
setting to counter an ever-increasing demand for healthcare resources during epidemics
and pandemics. These components show constituents capable of representing major
predisposing and triggering factors and conditions for high-accuracy COVID-19-related
adverse outcome prediction in patients visiting emergency departments. Necessary
precautions against patients returning to the same hospitals, considered lost to follow-up,
are predicted by integrating sovereign cloud federated learning with same-site hospitals’
privacy-preserving computation by secret-sharing through 3-party Shamir scheme
decryption.
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A. Frameworks for Data Acquisition and Integration
Real-time clinical settings generate extensive data streams and create ample opportunities
for advanced machine learning research. Several architectures can facilitate data extraction,
preprocessing, integration, and administration; the required interfaces and standards ensure
correct operation. Appropriate governance and auditing processes complete the overall
design.
The rapidly growing availability of data poses both opportunities and challenges for Al
practitioners. Novel sensors offer a wealth of information on human behaviour as well as
the surrounding physical environment. Real-time clinical settings generate large volumes
of sequential temporal data, with the potential to revolutionise a multitude of domains.
Many applications enable important research themes to progress, such as eatly disease
detection, risk stratification, personalised treatment, or disease progression modelling.
Several high-priority actions, however, require a shift in focus, especially in applications
whose output directly impacts clinical guidelines, decision-making, or management.
Equation 2. Real-time risk prediction
Let the predicted probability of adverse outcome at time t be

Pe=Pr(Y =112)
A standard logistic output layer gives

pr =ow'z, +b)
where

1

o) = 1+e®
Step-by-step derivation
Start with linear score

Ss=w'z, +b
Convert score to probability using sigmoid

A 1
Pt =1 et
Substitute s,

1

1+ e_(WTZt"'b)

Dr =
OBJECTIVES OF THE STUDY

Research in data-driven healthcare intelligence has predominantly concentrated on
sophisticated pre-deployment machine learning models designed to generate the best
analytical layer atop clinical data at a specific moment and location. The intent here is rather
to foster self-evolving healthcare intelligence supported by continually updating machine
learning capabilities that closely adapt to changes in clinical pathways. Achieving this
requires the consolidated technical know-how—albeit still incomplete—of data
acquisition, preprocessing, integration, governance, evaluation, and results dissemination
during real-time inference operations. The first technical building block—namely, the real-
time data-processing architecture in Section 5—supports such continual learning systems
with the required data flows over time. The next step is the appropriate adaptation
mechanism for any analytical model based on the intelligence.

Three main goals are established in the continual learning undertaking previously
mentioned. These include (1) enabling analytical models to continually learn from fresh
data arriving over time within the operational environment, (2) developing procedures
capable of adapting analytical capabilities and providing predictions over time while
detecting distributional shifts that compromise accuracy, and (3) establishing a reliable
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framework for assessing the proper function and fidelity of the adaptation mechanism
through well-defined safety mechanisms. Further technical experimentation and in-depth
case studies can follow later, focusing on any of these goals in more detail.

Table 2. Core system layers

Layer

Purpose

Typical Inputs

Output

Data acquisition

Capture live clinical
streams

ECG, labs, EHR,

emergency records

Raw stream

Preprocessing Cleaning, Raw stream Prepared
normalization, features
alignment

Integration Merge Multi-source streams Unified patient
heterogeneous state
sources

Feature extraction | Reduce complexity, [ Unified patient state Feature
isolate signal vectors

Representation / Map to latent space | Feature vectors Embeddings

embedding

Online learning / | Update model under | Embeddings + new Updated

adaptation drift labels/feedback model

Safety & Monitor risk, Model outputs + Safe operation

governance rollback, audit drift/confidence checks

A. Strategies for Continnons Learning in Evolving Clinical Settings
Continuous learning has emerged as a prominent theme in machine learning research,

covering various aspects, including the adaptation of models to evolving tasks or

nonstationary data distributions, the retention of previously acquired knowledge when
learning new tasks, and the integration of new features into existing models. For healthcare
Al systems to keep pace with continuously varying clinical environments, it is essential to
assimilate in real time the data generated by the healthcare system, considering not only the
knowledge contained in historic datasets but also the continual updates of knowledge
encapsulated in live data streams. Such streams generally conform to a fixed structure,
established by medical decisions and accepted protocols.
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Fig 2: Continuous Learning for Healthcare Al: Adapting to Distribution Shifts and
Drifts in Real-Time Clinical Data Streams

Continual learning literature relevant to the dynamic nature of the clinical environment is
considered. Continuous distribution shifts and drifts must be routinely addressed.
Continuous distribution drift relates to the nonstationarity of the underlying data-
generating process of the live data stream, such as changes in the patient's demographic or
epidemiological profile or modifications in the composition of the clinical team. The
assignments of the features constituting the live data stream, which are ideally suitable for
embedding into the live decision support module, can change at the same time. Continuous
distribution shifts refer to moments when input features fail to represent the clinical
environment sufficiently or become entirely void of clinical significance. Continuous
distribution shifts are usually produced by unanticipated breakthroughs in medical
knowledge or the occurrence of particularly atypical clinical scenarios that are not
represented in the historic input data.

RESEARCH SUMMARY

Architectural schemes for real-time data processing set up internal pipeline components
with associated logic for data lifecycle management. An online learning design provides the
overall structure of the external components. The general direction of various critical
choices is outlined, along with specific details pertaining to the self-evolution mechanisms.
Real-time pipelines for healthcare intelligence must process clinical data in the same
endlessly evolving manner as healthcare itself. Two core sets of considerations drive
proprietary designs. First, the common immediate purpose of the data is to assist the
provision of clinical insight. Second, the ongoing goal of the data is to facilitate continual
learning, enabling the decision guidance systems to adapt—ideally, on their own—along
with changes in the domains that they monitor. The critical priority in these systems is
detecting novel concepts, so architectures and choices are tailored toward that aim.
A. Architectural Frameworks for Real-Time Data Processing
The design and implementation of the requisite data pipelines for continual (nonstop)
learning and dynamic adaptability depend on the evolving demands posed by the specific
application scenario in its given context. However, certain architectural principles, when
applied consistently, can help in meeting these requirements and facilitating further
extensions. Two-class architectures are presented for data ingestion and integration at
various granularities; the concrete schemas for the underlying data and risk features are
defined to enable seamless interoperability of different learning systems throughout the
data evolution journey; reduced data dimensionality at the feature extraction stage is
accomplished by leveraging representation-learning techniques.
Data Ingestion. The two critical elements for data-drift detection and management are the
continuous monitoring of the underlying distribution and the implementation of safety
controls for unsafe distributional changes. The first class of architectural framework for
real-time continual learning revolves around data ingestion. Whenever new snapshots of
data become available, they head through data-drift-detection pipelines for subsequent
online adaptation. Two mechanisms are proposed for detecting data drift: offline analysis
of data drift through monitoring of features and model prediction using the Kolmogorov-
Smirnov test, and online data-drift detection based on the Apache Kafka framework.
Equation 3. Exponentially weighted moving average (EWMA) risk curve
The explicitly describes one curve from the last 12 hours and another from 120 hours
using exponential smoothing.
Let 77 be the instantaneous risk score at time t. The smoothed risk S; is

Ss=arr+ (1 —a)S;_;
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with initialization
S1=n
Step 1: Expand recursively
Ss=ar,+(1—a)S,_,
Substitute S;_4
Ss=ar,+ (1 —a)|ar_;+ (1 —a)S,_,]
Distribute
Se=ar,+a(l—a)r,_; + (1 — a)?S,_,
Substitute again
Ss=ar,+a(l—a)r_; +a(l —a)?r,_, + -
So in full form,
t—1
S, = Z a(l—a)r_;
i=0
assuming the initialization term is absorbed.
Step 2: Relate a to window length W
A common approximation is

So for 12 hours,
2
a; = — ~ 0.1538
For 120 hours,

2
0(120 = m = 00165

Interpretation
e Larger a: faster response, more sensitivity.
e Smaller a: smoother but slower response.

ARCHITECTURAL PARADIGMS FOR REAL-TIME PIPELINES

Several candidates for data ingestion and integration architecture are available. Achieving
a complete real-time processing architecture meeting all requirements remains challenging
and may require a best-effort approach. Nevertheless, such architectural design remains
key to any implementation of self-evolving healthcare intelligence. Each aspect of the
architecture critically affects the overall objective. Equally crucial are schemas for
integrated data representation, showing feasibility and its internal difficulties; any subgroup
of those schemas needs attention. The challenge is to preserve the multitude of data
sources while enabling representational interoperability.

Feature extraction, representation learning, embedding learning, and dimensionality
management complete the overall definition of a fully functional data-processing pipeline.
Research on how best to represent any entity and the associated embedding space
illuminates some of the available approaches, techniques, and trade-offs for screening and
filtering data of less informational value. The successful combination of information-
reducing operations creates permit-safe processing and demonstrates the viability of the
business case.

A. Data Ingestion and Integration

Real-time data ingestion and integration architectures for healthcare Al are critical for
building self-evolving healthcare intelligence capable of integration with live clinical data
pipelines. A case study on clinical risk stratification for acute heart failure exemplifies
lessons learned during development of first-generation systems.
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Real-time clinical data streams offer an unparalleled opportunity for knowledge to be built
from fresh data continually with minimal human intervention. Such data, however, can
differ qualitatively and quantitatively from earlier datasets, invalidating models built
previously. Both the data and the contextual information provided by EHR clinical
decisions can evolve dynamically and thus require their systems to evolve in synchrony.
Changes in the underlying clinical terminology that are often automatically bridged cannot
be ignored in health monitoring applications, where misclassification may result in
misdiagnosis and serious consequences. Instead of futile attempts to recollect the last Big
Data (slower than regularly updated Little Data), self-evolving systems are required that
integrate such real-time data flows into a clinical data pipeline, with the data acquisition,
preprocessing, feature extraction, representation learning, and embedding matching all
tailored to real-time operation and driven by the clinical decisions being made.

B. Feature Extraction and Representation Learning

Extracting pertinent features from complex, high-dimensional data sets and mapping them
into a manifold related to the target are vital steps for training effective learning systems.
Designing general-purpose and task-specific feature extractors, along with curated
ensembles of such extractors, enables the proposed approach to manage inherent data
variety, complement non-generalizable learnt representations, and cover application-
specific requirements.

General purpose feature extractors are defined for data types such as images, videos, voice,
natural language, and knowledge graphs, spanning sensor, textural, and information inputs.
Task-specific feature extractors take trained or pretrained general-purpose extractors for a
deep learning pipeline and a pipeline of similar essence as inputs. Extracted features are
subsequently projected to a representation space directly or indirectly relevant for the target
task. Embedding models implemented in frameworks such as TensorFlow and PyTorch
provide a declarative approach to representation extraction. Additional data-sampling
techniques—audio simplex cycle-altering and spatially migrated image-and-voice pairs—
assist in addressing dimensionality management.

SELF-EVOLUTION MECHANISMS IN HEALTHCARE Al
Self-evolution approaches for healthcare Al and machine learning systems—including
continual learning strategies for dynamically changing clinical data distributions, measures
to address distribution shifts and drift, and online adaptation procedures with safety
controls for monitoring and rollback—have proven inadequate in deploying advanced
healthcare intelligence capable of continuously evolving without human intervention.
Continual learning is essential for processing dynamic clinical data. Medical knowledge and
practices are not fixed but change over time and through practice. As patient populations
change, so too do the customizations, preferences, and beliefs of these populations and
the distributions of diseases being considered. Clinical data streams reflect these dynamics,
and healthcare intelligence based on training-focused processes is unprepared to adjust to
the related shifts and drifts.
Equation 4. Binary cross-entropy training loss
For outcome y; € {0,1} and predicted probability Py,
Ly = —[ylog(®,) + (1 — y)log(1 — p,)]
Step-by-step
If the true label is y; = 1,
Ly = —log(p,)
So the loss is small when P, is close to 1.
Ify, =0,
L, = —log(1—p,)
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So the loss is small when p; is close to 0.

N
1
L=y b
t=1

A. Continual Learning in Dynamic Clinical Contexts

A key ingredient of a self-evolving data-driven Al healthcare intelligence is the capability
of continual learning, allowing lifecycles of pretrained models to adapt to the progressive
changes of target clinical contexts. Clinical data streams have nonstationary distributions,
but their dynamics depend on the medical domain. Medical conditions associated with clear
temporal patterns, such as seasonal diseases, can lead to significant periodic shifts. Changes
in decision guidelines, availability of new medical treatments, or the outbreak of pandemics
can render a clinical supervision system obsolete in weeks or months. Such rapid changes
require adaptive learning facades without or with minimal data flow redundancy. To build
reliable monitoring systems, it is necessary to prevent alarming predictions or alerts
produced by nonstationary models.

Two types of adaptation in clinical data-driven pipelines can be considered, referred to here
as online malleability and adaptive recalibration. Numerous complex parameters wish to
ensure compact representation of dynamic feature spaces, considering principles borrowed
from gesture-controlled interface design. Adjustment consists in changing the relations
embedded in the model with novel feature embeddings aligned with clinical context but
without an expected direct effect in clinical decisions. The incremental incorporation of
new slices of feedback data supplying direct clinical interpretations relative to advanced
system outputs permits the dynamic recalibration of the Al classifier in the last leg of the
pipeline.

B. Online Adaptation with Safety Mechanisms

Online adaptation mechanisms respond to gradual changes in underlying data distributions
and allow the approach to remain valid as the external operational context shifts. Such
modifications may be needed when the real-time transfer learning stages prove inadequate
or fail to address important variations in the clinical environment of use. When governance
checks, monitoring algorithms, performance results, and regulatory compliance evaluations
indicate deterioration, the operational configuration of the predictive machines can be
modified without interrupting the clinical operations flow or putting patient care at risk.
Online changes are pursued in parallel with system use and can take place even when the
predictive models are not yet sufficiently robust to support clinical diagnosis or assist
decision-making.

Adaptation mechanisms include online fine-tuning of the predictive models with the
addition of new data or by relocating the operational domain; adjusting distance functions
in the case of CNNs; generating new head layers and re-initializing their weights in MTL
architectures; modifying the higher layers of DANNSs with regular backpropagation;
relocating the class boundaries of SRs with associated retraining procedures; or updating
the semantic embeddings of neural-symbolic networks (NSNs). Safety measures for online
adaptation encompass health checks of the modification algorithms, monitoring of system
performance throughout the adaptation process, and the possibility of rolling back to a
previous operational state if needed. The use of a local expert committee covering the
current distribution is also recommended, establishing a safety net through ensemble
strategies until adequate adaptation has been achieved. The monitoring of model
confidence can similarly be employed as a triggering signal for these inference safety
controls.

For N samples,
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DATA GOVERNANCE, PRIVACY, AND COMPLIANCE

Fundamental notions of data governance play a prominent role in the design of intelligent
health systems, influencing architecture and addressing risks associated with sensitive
medical information. As healthcare data ecosystems evolve, spanning multiple real-time
data sources and supporting a complex spectrum of use cases, several aspects must be
maintained. Data provenance and lineage should be known and continuously updatable.
The quality of stored data must be monitored and measurable through a set of metrics,
facilitating accountability, auditing, and verification of decisions. A risk governance
framework should be established, addressing reputational, privacy, and regulatory risks
throughout the data lifecycle. The integrated approach to data governance leverages
tfederated concepts, privacy-preserving processing strategies, and formal privacy models to
ensure compliance with data protection laws.

Security, privacy, and regulatory compliance of sensitive medical data are critical and
complementary concerns. The high risk associated with patient data breaches has triggered
considerable investment in security solutions. Exploiting the medical data collected in
health systems, platforms enabling participatory medicine and artificial intelligence tools
for health have emerged, and are frequently referred to as federated learning systems. Such
systems leverage decentralised processing to guarantee data privacy. Recent works have
established mathematical frameworks allowing the use of patient data in the health domain,
imposing a privacy risk conservatively bound with respect to a given set of disclosure-
sensitive services.
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A. Data Lineage, Provenance, and Quality

A comprehensive data governance framework encompasses data lineage, provenance,
quality, and auditing requirements. Data lineage traces the flow of clinical data from
acquisition to concept or insight merchants, addressing questions such as: What are the
patient data sources? How are these data integrated into a unified patient health
representation? How are new predictive, explanatory, or generative insights drawn from
the health representation? What are the consequences of such insights for this particular
patient?

Data provenance captures the history of a particular type of clinical data used for
prediction, explanation, or generation. For risk stratification, provenance outlines the
origins of the data that contributed to the risk prediction for patient x at time t, including
the collection protocols, devices, and treatment teams. Provenance incorporates
uncertainty estimates, reflects integration delays, and flags any unreliability factors that may
have necessitated ignoring a specific data element and focusing only on the remaining
component set.
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The reliability of data made available to predictive, explanatory, and generative models
influences their quality. Hence, quality criteria have been defined to scope the accumulation
of data for such models and the established clinical Al applications. These criteria cover
the data types, subtypes, and sources that constitute the set of those to be accumulated and
the threshold values they must meet for the final contribution component set. The data
quality score, defined for clinical data mining, is a useful building block for data graduation
along the flow offered to the concept and insight block to support new insights and
decision-making activities.

B. Privacy-Preserving Computation and Federated Learning

During the past several years, the significance of privacy preservation in data-driven system
development has gained considerable attention—especially in regard to sensitive data
collected within healthcare environments. Widespread concerns about data privacy and
suitable governance models have raised important questions. Can healthcare systems
transfer their data into registries, warehouses, or centralized collections without increasing
risks? Under what circumstances can users propose data-collection systems or contribute
within a federated setup? Are there other approaches that guarantee users' privacy and data
confidentiality but still allow for large-scale learning and knowledge discovery? Answering
these questions demands elaborated models and procedures to preserve privacy.
Privacy-preserving computation methods enable service providers to extract knowledge
without being exposed to sensitive details. Instead of creating a true sample, users send
blurred samples; the recipients cannot derive any confidential aspects from these samples,
yet they may still exploit the data for various tasks—such as evaluating the mean, variance,
and covariances of a group or discovering other shapes of the joint-distribution likelihood.
Such concepts can be extended to heterogeneous sets of users, enabling multi-parties
computations. When appropriate schemes are selected and when users agree to exchange
sensitive parts of the distribution, known as private information, the provider can even
create a personalized model for the user on demand.

Federated learning approaches enable multiple parties to work collaboratively but maintain
data at their private premises; learning occurs locally at each party, guaranteeing privacy
since data do not leave the local environment. Internal communication costs can pose a
major barrier in federated setups—especially when working with medical data, which
usually resides at facilities with low computing power. Nevertheless, federated learning can
still be exploited for various cases.
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Fig 3: Synergizing Privacy-Preserving Computation and Federated Learning: A
Dual-Track Framework for Secure Large-Scale Knowledge Discovery in
Healthcare Ecosystems

EVALUATION FRAMEWORKS AND EVIDENCE

To measure the success and confirm the feasibility of the proposed advancements,
establishing dedicated evaluation benchmarks and frameworks is essential. This
necessitates the definition of an appropriate set of evaluation criteria, datasets, and metrics
that align with near real-time clinical needs as well as the proficient and safe integration of
all advancements. Separate metrics are required to assess the overall performance of the
system or solution in dealing with a particular clinical question and to assess each of the
supporting advancements.

In response to the fast-paced information assimilation and usage demands in acute clinical
environments, a real-time performance criterion is essential to ensure that insights are
available in a timely manner for potential integration into clinical decision or treatment
algorithms. While evaluation criteria are delineated for many of the individual
advancements, end-to-end evaluation of the complete pipelines for specific clinical issues
is an initial focus, as is scenario testing using all the pipelines. Further, reproducibility is
ensured by adhering to recommended practices and procedures for all evaluation-related
activities in both short- and medium-term scenarios.

A. Benchmarks for Real-Time Clinical Insight

Accurate prediction of important clinical events is a key strength of Al technologies. When
predictions are made through the reliable inference of external causal data in changeable
clinical environments, timely risk stratification can be achieved and monitoring and
automation realised. Hence, the first step is defining an appropriate target, followed by
identification of the moment, population, context, clinical outcome, and uncertainty that
need to be predicted in order to generate actionable results. Ideal solutions combine
accuracy with low latency in both prediction and explanation, enabling use on both a cohort
and individual basis. The long-term aim is to provide high-quality predictions that are
updated in real time and adaptive to user-driven changes in the hospital context.
Evidence-based medicine is underpinned by the deployment of clinical guidelines,
protocols, and pathways. Although recommendations should change over time, the
mechanisms available are typically limited to periodic, coalescent, batch-based model
learning and interpretation. Delivery of adaptive, responsive, predictive, and proactive
guidelines would therefore represent a significant contribution to the Al for healthcare
literature. Such developments would enable seamless integration with existing clinical
decision support or automation systems, generating trustworthy, clinically-relevant, real-
time alternative explanations for any important or surprising decisions in escalation or de-
escalation of care. Coupled with routine-use predictive models, these interpretable decision
support tools also provide a framework for a long-term plan for healthcare Al

Table 3. Distribution drift / shift interpretation

Concept Meaning in this paper Typical cause

Drift Gradual change in data distribution seasonality, patient mix,
over time protocol changes

Shift More abrupt mismatch between model | new treatment, pandemic,
assumptions and current environment | new devices

Embedding Latent space changes as features or new feature meanings,

change contexts change terminology changes

Safety trigger | Mechanism to stop or reverse harmful | confidence drop, drift
adaptation alarm, quality check failure
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B. End-to-End System Evaluation

The proposed design of a continually learning healthcare Al warrants dedicated end-to-
end evaluation, which can neither be inferred from the backing components nor solely
captured by management of the self-evolving aspects. A plethora of established evaluation
methodologies currently avail for the isolated assessment of these modules, perhaps
rendering their assemblage an open-ended endeavor. Notably, evaluating a cone of data
sources and learning pipelines through a combination of task-specific heuristics present in
empirical performance benchmarks may adequately test data-feature lifecycles, even if
indirect in their characterization of full operational control. Yet these machine-centric
methods task practitioners and the AI community with clarifying the healthcare relevance
and fulfilling the real-time requirements of their developments. Nevertheless, these
responsibilities remain sidelined or delegated elsewhere whenever the Al learns from end-
to-end but evidence-inconsistent responses or contrary to data-interpretation expectations.
Completing this cycle may therefore unveil any operational gaps in real-time data
processing and learning. Because such releases often precede, accompany, or succeed data
that steer official decision-making operations or technical guidelines, risk-based task
performances and investigation of method-impact upon decision outcomes could also
prove valuable. Thus, a summary of practical needs directing continual learning progresses
during supervision of real-time mining of clinical data from acute care services over
granular 24-hr windows serves to clarify detected limitations whilst demonstrating service-
concurrent realizability.

CASE STUDIES AND APPLICATIONS

In healthcare, the potential of continual learning—enabled and real-time clinical ground-
truth adaption systems appeared particularly promising with respect to two use cases: a
real-time risk stratification framework for patients in acute-care settings and a dynamic
adaptation mechanism that uses Baidu data flows to modify emergency medicine
guidelines. The risk stratification application computes and updates vulnerable patient areas
using temporally normative differences of incidentally acquired vital signs and blood check
feature distribution destabilizations. Trend changes activate risk group assessments with
communication of clinical management suggestions. These suggestions inform adjustment
recommendations for patients at acknowledged danger. Resulting suggestions have timely
endorsed multiple internal guidelines.

In the second use case, emergency medicine decision-support suggestions were adapted
according to automatically generated pre-treatment sequences together with registered post
treatment outcomes. Model-activated examination arrangements received additional
emphasis. A loss function quantified the inferred deviation from an optimal decision
sequence along these lines. Suggestions were repeatedly reframed and translated, with the
decision-impact analysis thus producing neat portraits of the participating data in a useable
form. Verification against external sources confirmed consistency in underlying rationale
and hypothesis formation. Such use-case exploration serves both to ground the emerging
setup and to direct gap-filling. In do-and-suggest, prediction, attribution, validation, and
other applications, progressing setups add tidiness to clinical maintenance and enjoy
resonance with experienced users.

Equation 5. Brier score and normalized Brier score

Step 1: Brier score

For N samples,

1 N
BS = NZ@L’ - y)?
i=
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This measures squared error of predicted probabilities.
Step 2: Reference Brier score
If y is the event prevalence,

N
1 _
BSref = NZ(}I - yi)z
l=

This is what you get if you always predict the same base-rate probability.
Step 3: Normalized Brier score
A common normalized version is

NBS=1-—
Bsref

Interpretation

e NBS = 1: perfect

e NBS = 0: no better than base rate

e NBS < 0: worse than base rate

A. Real-Time Risk Stratification in Acute Care

Risk stratification of patients in acute care is paramount to optimizing resource allocation,
particularly in critical units susceptible to patient surges. Telemetry unit admissions are
guided by static clinical criteria, lagging behind no-visit predictive models improved by real-
time notifications. Detecting patient deterioration leading to cardiac events or errors in
guideline adherence has also yielded no-visit systems; however, the dynamic nature of
clinical environments and a changing patient population necessitate challenges. When
multiple stratification objectives coexist, optimal methods remain elusive. These
considerations converge on the strategic design of patient evaluation pipelines,
commencing the architecture for real-time predictive model synthesis and adaptation
within an acute-care environment.

The accelerated tempo of information flow in clinical settings engenders separate
stratification challenges. No-visit predictive models remain attractive for several aspects of
deployment, yet real-time information and state-awareness offer opportunities for
deployment ingenuity. For example, in telemetry units, patient allocation is governed by
clinical criteria that cannot accommodate increased flow; therefore, supervision protocols
that define clinical stratification paths remain static, with no direct capacity to mitigate bias
or inequity. The notion of dynamically adapting these pathways, preserving clinical safety,
quality, and effectiveness, thus emerges. Initially grounded in several risk classification
models designed to respond to latent or unnoticed risk in the patient population, the focus
later shifts toward pipelines providing insight into specific patient populations—stratified
by dynamic or guideline-harmonized objectives—by continuously and efficiently
processing clinical information.

B. Dynamic Guideline Adaptation in Emergency Medicine

Real-time data pipelines enable self-advancing healthcare Al while modifiable knowledge
supports adaptation to novel clinical scenarios. Figure 2a shows directive data flows during
guideline-driven emergency medications and resuscitations. During such a resuscitation
protocol, advanced airway placement was monitored and decision-impact analysis
confirmed significant clinical benefit. The real-time architecture for risk stratification in
acute care data-flow pipelines uses RIS data as inputs along with ICD-10 discharge codes
for both the study and the completion of the broad-leaf topology for the real-time
architecture.

The ability to dynamically change decision aids and discrete clinical guidelines is important
since rapid advances in diagnostic and therapeutic knowledge may not always be
synchronized with the continual learning of predictive healthcare AL Most areas of clinical
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knowledge change very slowly, with decision aids updated over months to years influenced
strongly by discrete cohort outcomes. One area within emergency medicine that requires
the rapid adoption of new knowledge is the use of medications, such as antibiotics. These
medications have well-defined time targets and strong evidence for early use, yet the clinical
uptake has been slow with potentially avoidable morbidity and mortality during sepsis.
These situations create short-term timing windows for evolving Al systems to support
protocol-driven processes.

CHALLENGES, RISKS, AND MITIGATION STRATEGIES
Unavoided data gaps, biases, fairness, and equity considerations can have a direct, tangible
impact over the usefulness and overall quality of the clinical insight generated by self-
evolving healthcare Al. Hence, a successful response includes adequate scenario testing
during other phases of the research. It is equally necessary to assess subtle or even invisible
sources of performative inequity and to develop mitigation plans to avoid those problems
when self-evolving healthcare intelligence systems are finally deployed.
Data gaps may undermine Al safety and reliability. Available information is often skewed
towards some population groups while being virtually absent for others. Large medical
databases enable some groups to be modeled, while ensuring non-dominant strata are
neglected. Such tendencies lead Al-powered tools to offer better performance when
working with population groups that are overrepresented in the data compared to peers
who are pootly represented or even entirely missing from the samples used to train, test,
and evaluate the AI predictive stage. Safety and reliability of a solution are then
compromised.
Many areas of failure, concern, or even unpredicted consequences can arise from using
clever strategies to better tackle highly imbalanced data or to create synthetic data. A
general rule is to avoid using techniques such as rebalancing, synthetic oversampling, and
undersampling strategies to solve large data imbalance. Instead, special efforts are made to
keep a proper coverage of the medical practice in the training and testing data and other
scenario tests during the research aimed at assessing risk stratification solution
performance.
Bias, fairness, and equity center have recently gained traction as meaningful topics of
investigation. The bias—variance trade-off explores the behavior of supervised ML models,
which offer a quality measure—performance error—linked to two sources of variability.
Bias focuses on an error imposed by the fact that the model does not fully explain the
problem. Variance describes how much the model is affected by fluctuations in the training
data. Bias refers to low flexibility models that offer a robust performance across the dataset,
while variance refers to high flexibility models that can accurately fit the training data but
often lead to overfitting and highly variable performance in the testing phase and in real-
world applications.
A. Data Gaps, Bias, and Fairness
Real-world clinical data do not cover the entire range of potential conditions. A risk-based
approach manages potential gaps in rare situations with reconfiguration and manual
intervention processes. Bias along other axes can be addressed by formulating medicine
guidelines as systems of inequalities assessing different properties of patients and
treatments; bias-averse motivation can be integrated into the decision-making pipeline.
Special attention to equity-related aspects ensures that model impact on societal equity is
assessed and managed.
Medical intelligence systems affect health risk evaluations and care recommendations,
consequently influencing clinical, economic, and social decision making. Systemic failings
can thus endanger patient health, public safety, and economic stability. Safety risks can be
minimized by assessing coverage across clinical categories, embedding landing zones in
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high-risk regions, and assuring that no detrimental effects occur when using the system or
its recommenda-tions in clinical practice, even if decision makers ignore or disagree with
its outputs. Desired reliability properties guide system design and shape the safety envelope
on which external monitoring systems act. External redundancy can consist of multiple
concurrent intelligence systems proposed by different stakeholders.

B. Safety, Reliability, and Redundancy

Ensuring the safety, reliability, and proper functioning of intelligence for real-time
decision-making in clinical settings is of utmost importance. Given the stakes associated
with clinical decisions, data-driven intelligence for these tasks must adhere to the highest
quality standards, and perceived mistakes must trigger the appropriate safety mechanisms.
The approach followed here does not make different assumptions in this regard compared
to traditional machine learning-based decision-support systems; however, it proposes the
implementation of extra measures that, beyond simply quantifying an improved risk
profile, provide additional guarantees. Identification of the appropriate safety mechanisms
is also essential to fulfilling trustworthiness requirements.

Applying the previous analysis also offers initial indications of suitable implementations
for safety and redundancy-oriented measures in real-time clinical intelligence. Such
recommendations are specific to the dynamic nature of health contexts and cannot be
directly extrapolated from other, more static application domains. As an example, the
analysis considers issues related to risk and uncertainty in an acute care environment.
Safety-Critical Workload Distribution

Trust Audit'Guarantees

Risik/Uncertainty Management
Safety & Redundancy

RealTima Decisioning

Fig 4: Safety-Critical Workload Distribution

RESULTS

Near-term advances toward self-evolving healthcare intelligence have occurred across
nearly all architectural components, from real-time clinical data pipeline design to the
methods and criteria for adapting Al applications in turbulent care environments. The
topic of continual learning remains active, with a focus on enabling dynamic, graded
adaptation of healthcare Al systems and the supporting health data management
technology stack.

Ongoing work will wrap these advances into an integrated evidence base for their
employment in a real-time risk stratification system applied to patients presenting at an
emergency department with potentially time-critical conditions. The first target that aims
to demonstrate the self-evolving capability of healthcare Al and advance clinical impact
within a single methodological cover is risk stratification of acute care patients.

A. Short-Term Milestones

Design and implementation of the real-time risk stratification architecture presented in the
previous section constitute one of the main short-term milestones. The corresponding
prototype operates with clinical data from the intensive care unit of the Royal Brisbane and
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Women's Hospital that are updated approximately every minute. Example results can be
reviewed in the accompanying online demonstration. For illustration, the Figure shows
risk-stratification curves for 30-day mortality obtained from the system: one curve is based
on an exponentially smoothed moving average of values streamed over the last 12 hours,
while the other is based on a broader 120-hour time window.

Complementary verification evidence is also available. A cohort of 8,866 medically
admitted patients whose continuous data were recorded in the PhysioNet/CinC Challenge
2019 database is partitioned into training (n = 8,501), validation (n = 143), and test (n =
222) samples, and a convolutional neural network model is built to estimate 30-day
mortality. Distribution shifts between the training data and the external test set are
confirmed by the Kolmogorov—Smirnov test. Performance across the three cohorts is
assessed using normalized Brier scores and is found to decrease moderately. The results
demonstrate that continuous clinical data can indeed be used to yield and periodically
update short-term risk forecasts for a range of events across different patient populations,
including mortality within the 30-day window considered above.

B. Medium-Term Developments

Medium-term research outcomes comprise framework data pipelines for risk prediction in
acute hospital settings, systems for real-time repurposing of clinical practice guidelines, and
demonstrations of both functions.

Self-evolving, Healthcare Al focuses on advanced machine learning models capable of
continual learning, adapting and assessing the need for update or complete retraining, and
incorporates methods for governing healthcare data privacy-sensitive data. The
architecture also addresses the inherent risk associated with deploying Al in real-time
clinical settings using a risk stratification pipeline as a working example. Continuous live
observations of patient admission-discharge processes serve as risk stratification datasets.
An end-to-end risk prediction system, also aligned with a hospital’s electronic health
records, presently frees clinical practitioners to reallocate effort elsewhere. A schema for
the remaining framework, continually transforming clinical practice guidelines in real time,
ensures compatibility with the risk stratification pipelines. Current research serves as an
initial milestone toward realizing the research ambition. Real-time structure construction
exposing foresights instead of hazards is the secondary aim. Future development extends
architectural evolution to a complete risk stratification-and-govern system.

CONCLUSION

Self-evolving healthcare intelligence facilitates immediate learning from streams of clinical
data and enables continual adaptation to novel settings. Data pipelines clone solution
architectures, automate the generation of representation-learning models, and help direct
integration efforts. Self-evolution mechanisms provide strategies for continual adaptation
of healthcare Al to data classification, regression, and recommendation tasks. Data
governance safeguards quality, triggers audits, and oversees privacy, confidentiality, and
regulatory compliance. Benchmarks define evidence, and supporting simulations establish
sufficient operational integrity, safety, and control. Case studies in acute and emergency
medicine demonstrate mitigation of short-term clinical decision making drift and guidance-
dynamic guideline adaptation in testing and use.
A dependable framework for enabling and managing self-evolving healthcare intelligence
has been established. In the short term, community concerns surrounding privacy-
preserving participation in federated, risk-sensitive distributional shift scenarios have been
addressed and needs defined. Ongoing research in self-evolving healthcare intelligence is
now concentrating on safety, security, fairness, equity, data gaps, trust, complexity, and
resilience, with an emphasis on quantifying the degree of direct risk introduced into clinical
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systems by a self-evolving intelligence. Investigators developing continuously learning
systems for medicine and healthcare are invited to participate in partnerships leveraging
the capability of self-evolving healthcare intelligence to provide solutions for current
pressing issues within the research community without the ethical and logistical challenges
typically accompanying the extraction of sensitive clinical data.
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